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Chapter 1

Intr oduction to SSH Secuie
Shell

This chapteprovidesanintroductionto the SSHSecureShellsoftwaresuite.

1.1 SSHSecuee Shell

SSHSecureShellis anapplicationprotocolandsoftwaresuitethatallows secure
network servicesover aninsecurenetwork suchasthe public Internet.It replaces
other insecureprotocolsandservicesincluding TelnetandFTR It canbeusedfor
remoteterminalconnectionsremotefile copying, andforwarding X11 sessions
(on Unix) aswell asarbitrary TCP portsthrougha securgunnel.

SSHSecureShellis basedn strongencryptionandauthenticationThe software
hasbeendevelopedin Europeandcanbe usedin ary countrythatallows encryp-
tion.

SSHSecute Shell Administration (© 2000SSHCommunication&ecurity



8 Chapter 1. Intr oductionto SSHSecure Shell

1.2 This Document

Thisdocumentthe SSHSecue Shellfor UNIX Serves Administator’'s Guideis a
brief introductionto the basicfunctionsof SSHSecureShellandthe mostcritical
administratortasks. For moreinformationaboutspecificdetailsof SSH Secure
Shellusage pleaseconsultthe manualpagesincludedin the distribution. For a
comprehensietext aboutthevariousaspect®f SSHSecureShell,werecommend
UNIX Secue Shellby Anne Carasik(McGraw-Hill, New York, 1999).

1.3 Supported Platforms

SSH SecureShell softwareis availablefor a wide variety of hardware and soft-
ware platforms. The SecureShell conceptoriginatedon Unix asa replacement
for theinsecure’Berkeley services”thatis, thersh , rlogin , andrcp com-
mands. SSHSecureShell Sener software (the software componenthat allows
remoteusersto connectto your computer)is availablefor mostUnix andLinux
platformsandfor Microsoft Windows NT4 (ServicePack 5 required)and Win-
dows 2000. The associatedlient software (the componenthatremoteusersrun
ontheircomputers)s alsoavailablefor Microsoft Windows 95 andWindows 98.

Independenthird partieshave alsoportedSecureShellto otherplatformssuchas
0S/2andVMS. Theseindependensoftwareproductsareintendedo be compat-
ible with SSH SecureShell products. However, SSH CommunicationsSecurity
canonly provide supportfor its own software.

1.4 Different Versionsof the SSHProtocol

Thecurrentversionof the SSHprotocolis version2 (SSH2).

Several differentversionsof the SecureShellclientandsener exist. Pleasenote
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1.5. Support 9

thatthe differentversionausedifferentimplementationsf the SSHprotocol,and
thereforeyou cannotnormally connectto an SSHversion1 sener using SSH
version2 client software, or vice versa. However, SSHversion2.4 Unix sener
softwareincludessupportfor fallbackfunctionalityif SSH1is alreadyinstalled.
TheWindows NT sener softwaredoesnotincludethis functionality.

For optimalresultsupgradeall senersandclientsto the newvestavailableversion
of SSHSecureShell.

1.5 Support

If the productdocumentatiorandthe README files do not answeryour ques-
tions,you cancontactthe SSHcustomesupportby usingthe supportWeb pages
at http://www.ssh.com/support/ssh/

Whenreporting problems,pleaseprovide the following informationto make it
easielfor thetechnicalsupporfpersonneto helpyou:

¢ theversionnumberof your SSHSecureShellclientandsener

e list of any errormessagegou have receved

¢ informationaboutyour computetardwareandsoftwaresetup.

1.6 Legallssueswith Encryption

Theencryptionsoftwareincludedin SSHCommunicationSecurityproductshas
beendevelopedin Europe,and thereforetheseproductsare not subjectto US
exportregulations.
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10 Chapter 1. Intr oductionto SSHSecure Shell

The SecureShell software can be usedin ary country that allows encryption,
includingthe United Statesof America.
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Chapter 2

Installing and Configuring
Secure Shell

This chaptercontaingnstructionsonhow to installandconfigurethe SecureShell
senerandclientsoftware.

2.1 Installation

The actualinstallationand systemconfigurationof the SecureShell softwareis

dependenbn the particularplatform. For installationinstructionson platforms
notcoveredhere pleaseconsulttheplatform-specificlocumentatioshippedwith

your softwarepackage.
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Chapter 2. Installing and Configuring Secure Shell

2.1.1 Installing on Linux Platforms

SSH SecureShell productsfor Linux platformsare suppliedin RPM (Red Hat
PackageManagerhbinarypackages.

Pleasenotethatthe binary RPMsareintendedfor RedHat and SUSELinux dis-
tributionsrunningon anIntel x86 platform. On otherplatformsthatusethe RPM
packagemanagerthe installationof the appropriatdiles will probablysucceed,
but the configurationphasemightfail. In this case you mustdo the configuration
manually asif youwereinstallingdirectly from sourcefiles.

Installation

1. Changeyourworking directoryto the directorywhereyou have copiedthe

softwareto beinstalledandissuethe following commandwith root privi-
leges:

rom -ihv  ssh-commercial-server-2.x.y-z.i386. rpm

The commandvariesa bit accordingto the softwareand RPM releasever-
sion. For example,server might bereplacedwith workstation , and
thelettersx.y-z  shouldbereplacedvith theappropriateeleasenumber

If you have previous SSHSecureShellRPMsinstalled,issuethe following
commandwith root privileges:

rom -Uhv ssh-commercial-server-2.x.y-z.i386. rpm

. After issuingthe commandthe softwarewill be installed. You might be
asledto accepthe LicenseAgreemenif you have not doneso previously
ontheparticularcomputeyor if theLicensehaschangedrom the previous
version.

. The software shouldnow be readyto use. If you alreadyhadthe Secure
Shelldaemorrunning,you mightwantto restartit or rebootthe computer
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2.1. Installation 13

Uninstallation

1. Uninstallationis accomplishedby issuingthefollowing commandwith root
privileges:

rom -e ssh-commercial-server

Onceagain,server may bereplacedwith somethingelse,dependingn
theactualsoftwareversion.

2. Pleasenotice that even after a successfulininstallation,the SecureShell
daemorwill beleft running.You mustkill it manually:

kill ‘cat  /var/run/sshd2_22.pid’
/etc/rc.dfinit.d/sshd2 stop

2.1.2 Installing on Solaris SPARC Platforms

The packagancludescompiledbinariesfor Solaris2.6, 7 and8 on the SFARC
architecture.For Solarison the Intel x86 platform, no pre-compilecbinariesare
available.

Note: If youwantto compilethe sourcecodeyourself,we recommendheusage
of SunMicrosystems’proprietaryC compiler(Forte C, formerly SunWorkShop
ProfessionaC, or its equivalent).

Installation with pkgadd

Unpackthe distribution binary to somesuitableplace. The standardplaceis
Ivar/spool/pkg in a Solariservironment.

gzip -dc ssh-2.x.y-server-solaris.tar.gz | tar xvf -
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14 Chapter 2. Installing and Configuring Secure Shell

Thestring2.x.y shouldbereplacedvith theappropriatesersionnumber

After unpackingjnstall the packagewith the pkgadd tool.

pkgadd -d

Installation without pkgadd

Pkgadd setsup a few variableswhich theinstallationscriptwill use.If you are
usingthescriptwithout pkgtool , you have to setthemup yourself:

VERSION=2.x.y (xy = the version number)
BASEDIR=/var/spool/pkg/SSHssh2/relo c

Remembealsoto exportthevariables.

Unpackthe distribution to somesuitabletemporaryspace.The aborze BASEDIR

appliesonly if you putthe packageunder/var/spool/pkg . In thiscaseyou
have to do theinstallationmanually usingthe postinstall command.

gzip -dc ssh-2.x.y-server-solaris.tar.gz | tar xvf -
cd SSHssh2/reloc

tar cf - . | (cd /usr/local; tar xfBp -)

cd ../install

Jpostinstall

Uninstallation
1. StoptheSecureShelldaemorusingthecommand

kill ‘cat  /etc/ssh2/sshd2_22.pid*
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2.1. Installation 15

2. Uninstallthe packageby issuingoneof thefollowing commandswith root
privileges:

pkgrm SSHssh2
or

pkgrm SSHssh2.2

2.1.3 Installing on HP-UX

Installation
1. Unpackthe packagewith gunzip.
2. Installthe packageby issuingthefollowing commandwith root privileges:

swinstall -s path_to/package ssh2

The/path _to/package istheabsolutgpathandnameof thedistribution
file.

Thesoftwarewill beinstalledin the/opt/ssh2  directory andthemanual
pageswill be installedin the /usr/man directory Symboliclinks for
binarieswill becreatedn the/usr/bin and/usr/sbin directories.

3. Startthe SecureShelldaemorusingthecommand

/sbin/init.d/sshd start

Uninstallation
1. StoptheSecureShelldaemorusingthecommand

/sbin/init.d/sshd stop
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16 Chapter 2. Installing and Configuring Secure Shell

2. Uninstallthe packageby issuingthe following commandwith root privi-
leges:

swremove ssh2

Pleasenoticethatevenaftera successfulininstallationthe SecureShelldaemon
will be left running. You mustkill it manually Also, uninstallationdoesnot
remove ary configuratiorfiles.

2.1.4 Installing on AlX 4.3.x

Note: If youwantto compilethe sourcecodeyourself,we recommendheusage
of IBM’ s proprietaryC compiler(IBM C for AIX or its equivalent).

Installation

1. Unpackthe package:
gzip -dc package | tar -xvf -
Thepackage isthenameof thedistributionfile.

2. Installthe packageby issuingthefollowing commandwith root privileges:
installp -d . SSH.Secure.Shell

If youonly wantto applyandnot committhe packageyou canusethe-a
flagwith installp . Packagesvhich areappliedbut not committedcan
berejectedateron. Pleaseeadthe AIX manuabagedor moreinformation
abouttheinstallp command.
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2.1. Installation 17

Uninstallation
1. StoptheSecureShelldaemorusingthecommand
kill ‘cat  /etc/ssh2/sshd2_22.pid*

2. Uninstallthe packageby issuingthe following commandwith root privi-
leges:

installp -u SSH.Secure.Shell

2.1.5 Installing on Other UNIX Platforms

If pre-compiledinariesfrom SSHCommunicationSecuritydonotexist for your
particularUNIX platform,you cancompilethesourceyourself.

You needto have thefollowing:

e An ANSI C compiler(gcc andegcs areavailablefrom the FreeSoftware
Foundations GNU project,http://www.gnu.org )

e Developmentibrariesfor your operatingsystem
Then,login asroot, andrunthefollowing commands.

gzip -dc ssh-2.x.y.tar.gz | tar -xvf -
cd ssh-2.x.y

Jconfigure

make

make install

You canenableor disablecertainfunctionality whenyou compile SSH Secure
Shell. To usethe optionalfunctionality;, just make sureyou do it in the following
syntax:

SSHSecute Shell Administration (© 2000SSHCommunication&ecurity



18 Chapter 2. Installing and Configuring Secure Shell

# ./configure --[option]

The mostcommonoptionsarelisted below, but therearealsoadditionaloptions
notlisted here.Type./configure --help  for moreinformation.

--di sabl e- X11-f orwar di ng

Turnsoff X forwarding
--bindir=DI R

Install userbinariesin [bindir]/bin
--sbindir=D R

Install systembinariesin [sbindir]/bin

- - enabl e- debug

Enablesdehugging(recommended)

- - host =HOST
Definethe operatingsystento install on (listedin config.sub )
--wi th-ssh-connection-limt=#

Numberof simultaneougsonnectionsllowedto sshd2

2.2 BasicConfiguration

This sectiongoesinto someof the basicconfigurationoptionsthatmary adminis-
tratorsliketo have setup (or notsetup, dependingnthescenario) Theseanclude
the basicfiles that SecureShell uses,hostkey generationX11 forwarding,and
rootlogins.
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2.2. BasicConfiguration 19

2.2.1 Location of Secue ShellFiles

The systentiles for SSH2areby defaultin /etc/ssh2. Theuserandsystem
binariesare storedin /ustr/local/bin and /usr/local/sbin, respec-
tively. In /usr/local/sbin, you'll find sshd2. All the otherbinariesare
storedin /usr/local/bin.

The system-wideconfigurationfiles are the most important. They are in
letc/ssh2/.

Thesystempublic key pair (DSSonly):

e /etc/ssh2/hostkey

e /etc/ssh2/hostkey.pub

The configuratiorfiles for the clientandsener, respectiely:

e /etc/ssh2/ssh2 —config

e /etc/ssh2/sshd2 —config

Userscanhave their own configurationfiles (andotherfiles aswell). Theseare
storedin “/.ssh2.

Hostkeys thatarerecognizedor any userson the local systemshouldbe placed
in the/etc/ssh2/hostkeys directory

Userspecifichostkeys shouldbein “/.ssh2/hostkeys.

If you are using host-baseduthenticationthe system-widefile for recognized
hostkeysis /etc/ssh2/knownhosts.

Userspecificknowvn-hostskeys shouldbein “/.ssh2/knownhosts.

SSHSecute Shell Administration (© 2000SSHCommunication&ecurity



20 Chapter 2. Installing and Configuring Secure Shell

2.2.2 Generatingthe HostKey

You only needto do thisif you wantto changeyour hostkey, or if your hostkey
washot generatediuringtheinstallation.

1. Login asroot

2. Kill ary instance®f sshd2 or sshd :
killall sshd

3. Generatehe hostkey with thefollowing command:
ssh-keygen2  -P /etc/ssh2/hostkey

4. Restarsshd2 :

sshd2

2.2.3 Permitting Root Logins

If youwantto permitsomeondo login directly to theroot login accountvia ssh,
you candefinethreemethodsof controlin the /etc/ssh2/sshd2 _config
file.

PermitRootLogin no

This will disableall root logins. To enableroot logins with ary authentication
method,usethefollowing setting:

PermitRootLogin yes
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2.3. Authentication 21

You canlimit theauthenticatioomethoddy usingthefollowing setting:

PermitRootLogin nopwd

This will enableroot logins only using host-baseduthenticatioror userpublic
key authentication.

2.3 Authentication

Therearefour differentmethodgo authenticateiseran SSHSecureShell: pass-
word, host-baseduserpublic key and Kerberos. Theseauthenticatiormethods
canbe combinedor usedseparatelydependingon the level of functionality and
securityyouwant.

2.3.1 Passvord

This authenticationmethodis the easiesto implement,asit is setup by default.
Passvord authenticatiomseghe/etc/passwd  or/etc/shadow  file onyour
UNIX systemdependingon how your passverdsaresetup.

To make sure passwrd authentication is  enabled, the

AllowedAuthentications field both in /etc/ssh2/sshd2 _config
and/etc/ssh2/ssh2 _config files shouldcontaintheword password :
AllowedAuthentications password

Otherauthenticatioimethodscanbelistedin the configuratiorfiles aswell.
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22 Chapter 2. Installing and Configuring Secure Shell

2.3.2 Host-BasedAuthentication

Thefollowing termswill beusedin this example:

Remotas the SSHSecureShellsener into which you aretrying to connect.Re-
moteUseiis theusemameonthesenerinto whichyouwouldlike to login. Local
is themachinerunninga SSHSecureShellclient. LocalUseris theusernameon
theclient machinethatshouldbeallowedto login to RemoteasRemoteUser

1. First, install SSH Secure Shell on the Local and Remotemachines.
Do not forget to generatea host key. If your installation did this,
or if you already have a copy of your /etc/ssh2/hostkey and
/etc/ssh2/hostkey.pub, youcanskipthehostkey generationOth-
erwise,dothis:

# ssh-keygen2 -P /etc/ssh2/hostkey

2. Copy the Local machines /etc/ssh2/hostkey.pub file overto the
Remotemachineandnameit

letc/ssh2/knownhosts/ host nane. donai n.s sh-dss .pub

In the placeof host name. domai n above, you mustusethe long host
name of the Local machine (the fully qualified domain name). You
will run into problemsif the systemdoesnot recognizethe host name
as hostname.domain.somewhere.com but recognizesit only as
hostname . You canfind this out while runningsshd2 in verbosemode
whentrying to make connections.

The Remotanachinenow hasthe Local machines public key, sothe Re-
motemachinecanverify the Local machinesidentity basecnapublickey
signatureBy contrastysh only useghelP addresgor hostauthentication.

3. To make sure that SSH Secure Shell finds your complete do-
main name, not just the host name, edit the following line in the
letc/ssh2/ssh2 _config file onLocal
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2.3. Authentication 23

DefaultDomain yourdomain.com

4. Onthe Remotanachinecreateafile in thehomedirectoryof RemoteUser
named.shosts. The contentof this file shouldbe thelong hostname
of Local, sometabsor spacesandthe usernameof LocalUser

Contentf “/.shosts:
localhostname.yourdomain.com LocalUser

Be sureto chown andchmod the.shosts file. The.shosts file must
be ownedby RemoteUseandshouldhave mode0400.

5. Check the files /etc/ssh2/sshd2 _config on Remote and
letc/ssh2/ssh2 _config on Local Make sure that the
AllowedAuthentications field containsthe word hostbased.
For example,it mayread:

AllowedAuthentications hostbased,passwd

It doesnotmatterwhatelseis in there.Justmake surethatthehostbased
keywordis firstin thelist.

6. Also check that IgnoreRhosts is set to no in the your
/etc/ssh2/sshd2 _config file onRemote
IgnoreRhosts no

If youhadto modify thesshd2 _config file, youwill haveto sendaHUP
signalto sshd2 to make the changeake effect.

# kill -HUP ‘cat /var/run/sshd2_22.pid’
or
# kill -HUP ‘cat /etc/ssh2/sshd2_22.pid*
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24 Chapter 2. Installing and Configuring Secure Shell

7. Youshouldbeall set.
OnLocal, log in asLocalUserandgive the command

ssh RemoteUser@Remote uptime

You shouldgetbacktheresultsof uptime runonRemote

Thefirsttimeyourunssh to thatparticularsener, youwill haveto answer
yeswhenasled if you wantto connectto the sener. This is becauseahe
local ssh doesnotyet have theremotesener’'s SSHpublic key. This will
only happerwhenconnectingor thefirst time.

Troubleshooting

With SSH2, did you name the host key file appropriately? It should be
/etc/ssh2/knownhosts/HOSTNAME.ssh-d ss.pub , and HOSTNAME
hasto bethelong hostname(fully qualifieddomainname).

Did you copy the hostkey properly?

Did it getmangledwvhenyou copiedit over?

Checkyour spellingin the .shosts file.

Make surethe .shosts file is ownedby RemoteUser

Runthe sener with the-v flag (verbose).This is a goodway to seeif a
hostkey file is missing,or if somethings misconfigured.

2.3.3 UserPublic Key Authentication

Peruserconfigurationinformationandencryptionkeys arestoredin the .ssh2
subdirectoryof eachusers homedirectory
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In thefollowing instructions Remotes the SSHSecureShellsener machinento
whichyou aretrying to connectandLocalis themachinerunningan SSHSecure
Shellclient.

Keysgeneratedwith ssh-keygen

In orderto setup userpublic key authenticationeitherusethe PublicKey Man-
ager ssh-pubkeymgr , or do a manualsetupaccordingto the following in-
structions. SeeSection3.7 (Using Public Key Manager)if you wantto know
moreaboutssh-pubkeymgr

1. To make sure that public key authentication is en-

abled, the AllowedAuthentications field both in
letc/ssh2/sshd2 _config file on Remote and in
letc/ssh2/ssh2 _config  file on Local should contain the word
publickey

AllowedAuthentications publickey

Otherauthenticatioomethodscanbelistedin the configuratiorfile aswell.

2. Createa keypairby executingssh-keygen (ssh-keygen2)onLocal

Local> ssh-keygen
Generating  1024-bit  dsa key pair
1 000.000.0
Key generated.
1024-bit  dsa, user@Local, Wed Mar 22 2000 00:13:43
+0200
Passphrase
Again
Private  key saved to
/home/user/.ssh2/id_dsa 1024 a
Public key saved to
/home/user/.ssh2/id_dsa_ 1024 a.pub

SSHSecute Shell Administration (© 2000SSHCommunication&ecurity



26

Chapter 2. Installing and Configuring Secure Shell

Ssh-keygen will askyoufor a passphrastor thenew key. Entera suffi-
ciently long (20 character®r so) sequencef ary charactergwhite spaces
are OK). Ssh-keygen createsa .ssh2 directoryin your homedirec-
tory, andstoresyour new authenticatiorkey pairin two separatdiles. One
is your private key which mustNEVER be madeavailableto anyone but
yourself. The privatekey canonly be usedtogetherwith the passphrase.
In the above example,the privatekey file is id _dsa _1024 _.a. Theother
file id _dsa _1024 _a.pub is your public key, which canbe distributedto
othercomputers.

. Createanidentification file in your™/.ssh2  directoryonLocal

Local> cd "/.ssh2
Local> echo "ldKey id_dsa_ 1024 a" > identification

You now have anidentification file which consistsof oneline that
denotesthe file containingyour identification (your private key). For
specialapplications,you can createmultiple identificationsby executing
ssh-keygen again. This is, however, not neededn the mostcommon
cases.

. Copy your publickey (id _dsa 1024 _a.pub ) tothe™/.ssh2  directory

onRemote

. Createan authorization file in your™/.ssh2  directoryon Remote

Add thefollowing line to authorization
Key id_dsa_1024_a.pub

Thisdirectsthe SSHsenerto useid _dsa 1024 _a.pub asavalid public

key whenauthorizingyour login. If you wantto login to Remote from

otherhosts createauthorizatiorkeys onthehosts(stepsl and2) andrepeat
steps3 and4 on Remote.

. Now you shouldbe ableto login to Remotdrom Local usingSecureShell.

Try to login:
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Local>ssh Remote

Passphrase for key "/home/user/.ssh2/id_dsa 1024 a
with  comment "1024-bit dsa, created by user@Local
Wed Mar 22 2000 00:13:43  +0200":

After you have enteredthe passphrasef your privatekey, a SecureShell
connectiorwill beestablished.

PGPkeys

TheSSHSecureshellonly supportsheOpenPGRtandarcandthePGPprograms
thatuseit. GnuPGis usedin thefollowing instructions.If you usePGR theonly
differencds thatthefile extensionis pgp insteadof gpg.

1. To make sure that user public key authentication is en-

abled, the AllowedAuthentications field both
in letc/ssh2/sshd2 _config file on Remote and
letc/ssh2/ssh2 _config  file on Local should contain the word
publickey

AllowedAuthentications publickey

Otherauthenticatioomethodscanbelistedin the configuratiorfile aswell.

2. Copy your privatekeyring (secring.gpg ) tothe"/.ssh2  directoryon

Local

3. Create an identification file in your “/.ssh2 directory on
Local if you don't already have one. Add the following lines to
identification

PgpSecretKeyFile
<the filename of the user's private keyring>
IdPgpKeyName
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<the name of the OpenPGP key
in PgpSecretKeyFile>
IdPgpKeyFingerprint
<the fingerprint of the OpenPGP key
in PgpSecretKeyFile>
IdPgpKeyld
<the id of the OpenPGPkey in PgpSecretKeyFile>

Eachkeyword andthe correspondingalue shouldbe written on the same
line. In this documentthey areshovn on separatdines for typographical
reasons.

. Copy your public keyring (pubring.gpg ) tothe™/.ssh2  directoryon

Remote

scp2 pubring.gpg user@remote_host:.ssh2

. Createan authorization file in your™/.ssh2  directoryon Remote

Add thefollowing linesto authorization

PgpPublicKeyFile
<the filename of the wuser's public keyring>

PgpKeyName

<the name of the OpenPGP key>
PgpKeyFingerprint

<the fingerprint the OpenPGP key>
PgpKeyld

<the id of the OpenPGP key>

. Now you shouldbe ableto login to Remotdrom Local usingSecureShell.

Try to login:

Local>ssh  Remote
Passphrase for pgp key "user (comment)
<user@Local>":

After you have enteredthe passphrasef your PGP key, a SecureShell
connectiorwill beestablished.
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2.3.4 KerberosAuthentication
The SSHSecureShellonly supportKerberos5.

1. To make surethatKerberosauthentications enabledyou shouldhave the
following line in your /etc/ssh2/sshd2 _config file:

AllowedAuthentications
kerberos-1@ssh.com,kerberos-tgt-1@s sh.co m

Otherauthenticatioomethodscanbelistedin the configuratiorfile aswell.

2. Also, make sure that you have the following line in your
letc/ssh2/ssh2 _config file:

AllowedAuthentications
kerberos-1@ssh.com,kerberos-tgt-1@s sh.co m

Eachkeyword andthe correspondingalue shouldbe written on the same
line. In this documentthey areshonvn on separatdinesfor typographical
reasons.

After this, it is possibleto authenticataising Kerberoscredentialsforwardable
TGT (ticketgrantingticket) andpassingr GT to remotehostfor singlesign-on.It
is alsopossibleto useKerberogpassverd authentication.

2.3.5 PluggableAuthentication Modules (PAM)

WhenPAM is used,SSH SecureShell transfersthe control of authenticatioro
the Linux-PAM library, which will thenloadthe modulesspecifiedin the PAM
configuratiorfile. Finally, theLinux-PAM library tells SSHSecureShellwhether
or nottheauthenticationvassuccessfulSSHSecuresShellneitherknows or cares
of theactualauthenticatiomethodemployedby Linux-PAM. Only thefinal result
is of interest.
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1. In orderto have PAM supportyour needto compilethe source:

Jconfigure

make

make install

By default, the PAM service name is sshd2. If
you want to change it, you can add the configure flag
--with-daemon-pam-service-name=na me

2. Make sure that you have the following lines in your
/etc/ssh2/sshd2 _config file:

AllowedAuthentications pam-1@ssh.com
SshPamClientPath /full/path/to/ssh-pam-client
Note: By default, SshRmClientRth is

/usr/local/bin/ssh-pam-client

3. Edit your /etc/ssh2/ssh2 _config file sothatthe pam-1@ssh.com
authenticatioomethodis allowed.

The PAM configuration is either in /etc/pam.conf or in
/etc/pam.d/sshd2 . The modules are usually either in the
/lib/security directory or in the /usr/lib/security directory

Currently SSHSecureShellsupportdPAM on Linux andon Solaris2.6 or later.

Theremustbe at leastoneauth , oneaccount andonesession modulein
the configurationfile. Otherwise the connectiorwill be refused.Also, modules
which requirePAMTTY will not work becausel TY allocationis donein SSH
SecureShellaftertheauthentication.

Examples

1. /etc/pam.d/sshd2 file on RedHatLinux:
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auth required /lib/security/pam_pwdb.so
shadow nullok
auth required /lib/security/pam_nologin.so
account required /lib/security/pam_pwdb.so
password  required /lib/security/pam_cracklib.so
password  required /lib/security/pam_pwdb.so
shadow nullok  use_authtok
session required /lib/security/pam_pwdb.so

2. letc/pam.conf entryon Solaris:

sshd2 auth required

lusr/lib/security/pam_sample.so debug
sshd2  account required

lusr/lib/security/pam_sample.so debug
sshd2 password required

lusr/lib/security/pam_sample.so debug
sshd2  session required

{usr/lib/security/pam_sample.so debug

Eachkeyword andthe correspondingalueshouldbewritten onthe samedine. In
this documentthey areshaovn on separatdinesfor typographicaleasons.

Note: SSH Communications Security doesnot provide technical support on
how to configure PAM. Our support covers only SSH Secure Shell applica-
tions and sourcecode.

2.3.6 SecurlD

Pleasdamiliarizeyourselfwith theRSA ACE/Sererdocumentatioteforeread-
ing further.

In theinstructionsbelow, the/top directoryrefersto the RSA ACE/Serer top-
level directory
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1. In orderto have SecurlDsupportyou needto compilethe source:

Jconfigure --with-serversecurid[=/PATH]
--with-clientsecurid

make

make install

ReplacdPATH with theabsolutePATH to thedirectorycontainingthefol-
lowing files:

e sdclient.a
e sdacmvls.h

e sdconf.h

e sdi _authd.h
e sdi _size.h
e sdi _type.h
e sdi _defs.h

Theabove filesarenormallyin /top/ace/examples

Note: If you do not wantto make the compilationasroot, make surethat
all theabovefiles arereadable.

. Make sure that you have the following line both in

your  /etc/ssh2/sshd2 _config file and in your
/etc/ssh2/ssh2 _config file:

AllowedAuthentications securid-1@ssh.com

. Checkthattheusers shellis not /top/ace/prog/sdshell
. StarttheRSA ACE/Serer.

. CheckthattheVAR_ACE ervironmentvariableis set. It hasto besetbefore

startingsshd?2 , andits valuemustbe/top/ace/data
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6. Startsshd2 .

Note: SSH Communications Security doesnot provide technical support on
how to configure RSA ACE/Sewer. Our support covers only SSH Secure
Shellapplicationsand sourcecode.

2.4 Forwarding

The SSH2 connectionprotocol provides channelsthat can be usedfor a wide

rangeof purposesAll of thesechannelsare multiplexedinto a singleencrypted
tunnelandcanbe usedfor forwarding ("tunneling”) arbitrary TCP/IP portsand

X11 connections.

2.4.1 X11 Forwarding

To enableX11 forwarding, make surethat the SSH SecureShell software was
compiledwith X (youdidn’t run./configure with ary X disablingoptions).
Also, make surethat you have this line in your /etc/ssh2/sshd2 _config
file:

ForwardX11 yes

Log into theremotesystemandtypexclock  &. Thisstartsa X clock program
thatcanbe usedfor testingthe forwardingconnection.If the X clock window is
displayedproperly you have X11 forwardingworking fine.

NOTE: Do NOT setthe DISPLAY variableon the client. You will mostlikely
disableencryption.(X connectiongorwardedthroughSecureShellusea special
localdisplaysetting.)

To forwardX11 traffic onthe SSHSecureShellfor WorkstationsVindows client:
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1. InstallanX sener (X emulation)programon Windows (eXceedReflection,
orthelike)

2. Startthe SSHSecureShellfor WorkstationdVindows client

3. Selectedit-> Settings..-> Tunnelingandmalke surethatthe Forward X11
connectiongheckboxs checled

4. Save your settingsfor the SSH SecureShell for WorkstationsWindows
client

5. QuittheWindows client, startit againandlog into theremotehost
6. Startthe X sener (X emulation)program

7. Runxterm orxclock from SSHSecureShell,andit shouldwork.

2.4.2 Port Forwarding

Portforwarding,in otherwordstunneling,is away to forward otherwiseinsecure
TCPtraffic throughSSHSecureShell. For example,youcansecurdPOP3 SMTP
andHTTP connectionshatwould otherwisebeinsecure (Figure2.1 (Making in-

securel CP connectionsecureusingchannelsnsidethe encryptedssh2tunnel).)

Client
n TCP teaffic Sshdserver

Tetrninal session

Figure2.1: Making insecureT CP connectionssecureusing channelsnsidethe
encryptedssh2tunnel
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Therearetwo kinds of port forwarding: local andremoteforwarding. They are
alsocalledoutgoingandincomingtunnels,respectrely. Local port forwarding
forwardstraffic comingto alocal portto a specifiedremoteport.

For example,if youissuethecommand
ssh2 -L local_port:remote:remote_port user@remote

all traffic which comesto portlocal _port onthelocal hostwill beforwarded
to portremote _port ontheremotehost.

Remoteport forwardingdoesthe opposite:it forwardstraffic comingto aremote
portto aspecifiedocal port.

For example,if youissuethecommand
ssh2 -R remote_port:local:local_port user@remote

all traffic which comesto port remote _port on the remotehostwill be for-
wardedto portlocal _port onthelocal host.

If youhavethreehostsclient ,sshdserver andappserver ,andyoufor-
wardthetraffic comingto client 'sportx to appserver ’sporty butyoucon-
nectto sshdserver  only, theconnectiorbetweerclient  andsshdserver

is secure. SeeFigure 2.2 (Forwardingto a third host). The commandyou use
wouldlook like thefollowing:

ssh2 -L x:appservery user@sshdserver

2.4.3 Agent Forwarding

Seesection3.5 (Using AuthenticationAgent).
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Client Sshdserver Appserver

B Inzecure
 OfurLe Chio

Tetrninal session

Figure2.2: Forwardingto athird host.
2.5 Configuring SSH2for SSH1Compatibility

The SSH2and SSH1protocolsare not compatiblewith eachother This incon-
veniencds necessarysincethe SSH2protocolincludesremarkablesecurityand
performanceenhancementthat would not have beenpossibleif protocol-level
compatibilitywith SSH1hadbeenretained.

However, the currentimplementationf SSH2and SSH1are designedso that
they canbothberun onthesamemachine.This makesthetransitionfrom theold
but well-establishedSH1 protocolto the more secureand more flexible SSH2
protocolmucheasier The SSH2sener daemorincludesa fallbackfunctionthat
automaticallyinvokesthe SSH1senerwhenrequired.

To setup both SSH1and SSH2senerson the sameUnix system,you shoulddo
thefollowing:

1. Install the latestavailable versionof SSH1. (As of this printing, the lat-
estversionis ssh-1.2.30 .) The SSH1compatibility fallback requires
versionl.2.26or later

2. InstallSSH2.

3. If you previously had SSH1installed,pleasemake surethatthe old sshd
is nolongerrunatboot. Only sshd2 shouldberun. If youhavethe SSH1
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versionof sshd running,you shouldkill the masterdaemon.You canfind
its processd in /var/run/sshd.pid

4. Make surethat/usr/local/shin/sshd2 is runautomaticallyatboot.
On most systems,you shouldadd runningit into /etc/rc.local or
under/etc/rc.d

e Whenyou run sshd2 , the SSH1 daemonshould not be running.
When using SSH2 with SSH1 compatibility, you should only run
sshd2 . It will thenautomaticallystartSSH1lasneeded.

5. If you don't want to reboot, you should nov manually run
Jusr/local/sbin/sshd2

2.6 Configuring SSH Secute Shell for TCP Wrap-
pers Support

To enableusageof TCP Wrapperswith SSH SecureShell, do the following as
root:

1. If SSHSecureShellwaspreviously installedfrom binaries,you maywant

to uninstallit beforecontinuing.

2. Compilethesourcecode:

Jconfigure --with-libwrap
make
make install

Note: If configure  doesnotfind libwrap.a , dothefollowing:

e Locatelibwrap.a
e Runconfigure  again:
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make distclean
Jconfigure --with-libwrap=/path_to/libwrap.a

3. Createor editthe/etc/hosts.allow and/etc/hosts.deny files.

Whena usertriesto connectto SSH SecureShell sener, the TCP wrap-
per daemon(tcpd ) readsthe /etc/hosts.allow file for a rule that
matchegheclient’'shostnamer IP. If /etc/hosts.allow doesnt con-
tain a rule allowing accesstcpd reads/etc/hosts.deny for arule
thatwould dery accesslf neitherfile containsanacceptor dery rule, ac-
cesds grantedby default.

Thesyntaxfor the/etc/hosts.allow and/etc/hosts.deny files
is asfollows:

daemon : client_hostname_or_IP

Thetypicalsetupis to dery accesso everyonen the/etc/hosts.deny
(This exampleshavs bothSSH1andSSH?2):

sshdl: ALL
sshd2: ALL
sshdfwd-X11 : ALL

or simply
ALL: ALL
And thenallow acces®nly to trustedclientsin the/etc/hosts.allow

sshdl : trusted client IP_or_hostname

sshd2 : .ssh.com foo.bar.fi
sshdfwd-X11 : .ssh.com foo.bar fi
Basedon the /etc/hosts.allow file above, userscoming from ary

hostin the ssh.comdomainor from the hostfoo.batrfi areallowedto getin.
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Troubleshooting

1. Make surethatyou arenot having ary network problems.

2. Make surethatSSHSecureShellseneris running:
kill -0 ‘cat /var/run/sshd2_22.pid‘
or
kill -0 ‘cat /etc/ssh2/sshd2_22.pid’

If yougetamessagéNo suchprocess, restarthesshd2 daemon.
3. Checkyour/etc/hosts.allow and/etc/hosts.deny files.

e Ensurethattheclient’s IP addres®r hostnameis correct.

e If you areusinga hostname,you mustsupplythefully qualifieddo-
mainname.

4. If youchangedomethingn thesshd2 _config file, youneedto HUPthe
sshd2 daemon.

5. Runtcpdchk andtcpdmatch . Theseprogramsareusedto analyzeand
reportproblemswith your TCP Wrapperssetup.Pleaseseethe manpages
for moreinformationon thesecommands.
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Using Secure Shell

This chapterprovidesinformationon how to usethe SecureShell softwaresuite
afterit hasbeensuccessfullynstalledandsetup.

3.1 Usingthe Secue Shell Server Daemon(sshd?2)

Thesenerdaemomrogramfor SecureShellis calledsshd2 .

Sshd?2 is normally startedat boot time from /etc/rc.local or its equva-

lent. It forks a new daemorfor eachincomingconnection.Theforkeddaemons
handlekey exchangeencryption,authenticationcommandexecution,and data
exchange.

The SecureShell daemornis normally run asroot. If it is not run asroot, it can
only log in astheuserit is runningas,andpassverd authenticationomay not work
if the systemusesshadev passvwerds. An alternatve hostkey file mustalsobe
used.
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3.1.1 Manually Starting the Secue Shell Server Daemon

To manuallystartthe SecureShelldaemontype the commandsshd . (Note: If

theinstallationwassuccessfullicompletedsshd is a symboliclink to sshd2 .

If you alsohave SSH1linstalled the SSH2installationprocessnodifiesthe exist-

ing link. If SSH1compatibilityis desired,sshd2 canbe configuredto execute
sshdl whentheclientonly supportsSSH1.)

Sshd2can be configuredusing command-lineoptions or a configurationfile.
Command-lineoptionsoverridevaluesspecifiedn the configuratiorfile.

3.1.2 Automatically Starting the Secure Shell Sever Daemon
at Boot Time

If you have installedfrom RPM package®n RedHator on SUSE,sshd?2 is al-
readystartingatboottime. Thesameis trueif you have installedfrom depot in
HP-UX.

In thefollowing, two differentwaysof startingSecureShellDaemorat boottime

areintroduced. If neitherof thesework in your system referto your operating
systemdocumentatiommn how to startservicesatboottime.

Starting from/etc/rc.d/rc. | ocal

In order to start sshd2 automatically at boot time on SystemV based
operating systems, there should be symbolic links to its startup script in

/etc/rc.d/rc?.d , where? is therunlevel. You caneitheraddtheselinks
manually or use chkconfig . The startupscript sshd2 should be in the
/etc/rc.dfinit.d directory

Note: Chkconfig isonly availableon RedHat.In SuSE addthesymboliclinks
manually
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If youwantto usechkconfig , checkthatthefirstlinesin sshd2 aresimilarto
thefollowing ones:

#l/bin/sh

#

# Author. Sami Lehtinen <sjl@ssh.com>

#

# sshd2 This shell script takes care of starting
# and stopping  sshd2.

#

# chkconfig: 345 34 70

# description: Secure Shell daemon

#

This meanghatsshd will bestartedin runlevels3, 4 and5, andthatits starting
priority is 34 andits killing priority is 70. You canchoosethe runlevels and
prioritiesasyouwantaslongassshd is startedafterthe network is up.

After addingthelinks manuallyor giving the command
chkconfig  --add sshd2
you shouldhave links /etc/rc.d/rc?.d , Similarto

Irwxrwxrwx 1 root root 14 Aug 16 10:07

S34sshd -> ../init.d/sshd
Irwxrwxrwx 1 root root 14 Aug 16 10:07

K70sshd -> ../init.d/sshd

Starting from/ etc/rc. | ocal

On BSD basedperatingsystemsyou have to adda similar line to thefollowing
totherc.local file in /etc directory:
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echo "Starting sshd2..."; {usr/local/sbin/sshd2

After this, the SecureShelldaemorwill startautomaticallyatboottime.

3.1.3 Operation of the Server Daemon

Whensshd2 is started,it beginsto listen on a port for a soclet. The default

portis port 22, now a well-known port for SecureShell. This canbe changed
to suit any customervironments,e.g. if you wantto run sshd2 from a non-

privileged account;however, make surethat no other processs usingthe port

you are planningto use. The SecureShell daemoncanalsobe startedfrom the

Internetdaemorinetd . Forthe purposeof thistext, it is assumedhatsshd2 is

notinvokedthroughinetd but startedon its own.

Whenthe daemoris listeningfor a soclet, it waitsuntil aclientinitiatesa soclet
connectionOnceconnectedthedaemorforksachild processwhichin turniniti-
ateskey exchangewith theclient. Thechild proces$handlegheactualconnection
with the client, includingauthenticationsupportectiphernegotiation,encrypted
datatransfer andterminationof the connection. After the connectionrhasbeen
terminatedthe child procesderminatesaswell. The parentprocesgemaindlis-
teningfor otherconnectionsuntil explicitly stopped.

Login Process
Whenausersuccessfullyogsin, sshd2 doesthefollowing:

1. Changeso runwith normaluserprivileges.
2. Setsupbasicervironment.
3. Readdetc/environment if it exists.

4. Changeso theusershomedirectory
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5. Runstheusers shellor specifiedcommand.

3.1.4 Resettingand Stoppingthe Server Daemon

Whenthe SecureShelldaemoris started,jts processdentifier (PID) is storedin
Ivar/run/sshd2 22.pid or, if thedirectory/var/run  doesnot exist, in
/etc/ssh2/sshd2 22.pid . Thismakesit easyto kill the appropriatedae-
mon:

kill ‘cat  /var/run/sshd2_22.pid’
or sendsignalsto it:
kill -SIGNAL ‘cat /var/run/sshd2_22.pid'

The SecureShelldaemorhandlessignaldikeinetd : youcansendit a SIGHUP
signalto make it rereadits configurationfile. The daemoncan be stoppedby
sendinghe SIGKILL signal.

3.1.5 Configuration File and Command-Line Options

Sshd?2 readsconfiguratiordatafrom /etc/ssh2/sshd2 _config (orthefile
specifiedwith -f on the commandine). Thefile containskeyword-valuepairs,
one per line. Lines startingwith a numbersign # aswell asemptylines are
interpretecascomments.

For detailedinformationaboutthe optionsavailablein the configurationfile and
onthecommandine, pleasaeferto the sshd2config5) andto the sshd28) man-
ual pages.
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3.2 Usingthe Secue Shell Client (ssh2)

ThebasicSecureShellclient programis calledssh2 .

Ssh2 canbeusedeitherto initiate aninteractve sessionfesemblinglogin , or
to executea commandn away similarto thersh command.

The SecureShellclient connectdo the sener on port 22, which is a well-known
portfor SecureShell.

3.2.1 Starting the Secue Shell Client

Ssh2 hasavery simplesyntax:
ssh2 [options] hostname [command]

The mostcommonusageis to establishan interactve sessiorto a remotehost.
This can be donesimply by typing ssh hostname.domain . A real-world
examplecouldbessh somehost.ssh.com . Aswith rsh andrlogin , the
userlD to beusedcanbespecifiedwith the-l option.

Note: As shavn in the abore example,in the normal case,you do not have to
typessh2 . Theinstallationprocessreatesa symboliclink, ssh , thatpointsto
the actualssh2 executable.If you alsohave SSH1installed,you will needto
typesshl torunthe SSHiclient.

Thessh2 commandine optionsaredocumentedh detailon thesshZ1) manual
page.

3.2.2 Configuration File and Command-Line Options

Ssh2 readsconfigurationdata from /etc/ssh2/ssh2 _config  and from
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$HOME/.ssh2/ssh2 _config (or thefile specifiedwith -F onthe command
line). Thefile containskeyword-valuepairs,oneperline. Linesstartingwith a
numbersign# aswell asemptylinesareinterpretedascomments.For detailed
informationaboutthe optionsavailablein the configurationfile andon the com-
mandline, pleaseeferto the ssh2config5) andto the sshZ5) manualpages.

3.3 Using Secuie Copy (scp2)

Scp2is a programfor copying files over the network securely It usesssh2 for
datatransfer andusesthe sameauthenticatiorandprovidesthe samesecurityas
ssh2 .

Scp2 usesaspeciafile transfemprotocolfor thedataexchangebetweertheclient
andsener. Thisis notto beconfusedvith FTP.

Thebasicsyntaxfor scp2 is likethis:

scp user@source:/directory/file
user@destination:/directory/file

Note: As shavn in the abore example,in the normal case,you do not have to
typescp2 . Theinstallationprocessreatesa symboliclink, scp , thatpointsto
the actualscp2 executable.If you alsohave SSH1installed,you will needto
typescpl torunthe SSHiclient.

Scp2 canbe usedto copy files in eitherdirection; that is, from the local sys-
temto theremotesystemor vice versa.Local pathscanbe specifiedwithout the
user@system: prefix. Relatve pathscanalsobe used;they areinterpreted
relative to theusers homedirectory

Thescp2 commandine optionsaredocumentedh detailonthescpZ1) manual
page.
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3.4 Using Secute File Transfer (sftp2)

Sftp2is aFTP-like clientthatworksin asimilar fashionto scp2 . Justlike scp2 ,
sftp2  runswith normal user privilegesand usesssh2 for transport. Even
thoughit functionslike ftp , sftp2 doesnot usethe FTP daemonor the FTP
client for its connections.The sftp2 client canbe usedto connectto ary host
thatis runningthe SecureShellsenerdaemon(sshd?2 ).

Thebasicsyntaxfor sftp2 is likethis:
sftp  [options] hostname

Note: As shovnin theabore example,in thenormalcaseyoudonothaveto type
sftp2 . Theinstallationprocessreatesa symboliclink, sftp , thatpointsto the
actualsftp2 executablesftp wasnotincludedin SSH1.

Actualusageof sftp2 is similarto thetraditionalftp program.

Thesftp2 commandine optionsaredocumentedh detailon the sftp21) man-
ual page.

3.5 Using Authentication Agent (ssh-agent2, ssh-
add2)

Ssh-gent2is a programto hold privatekeys for authentication With Ssh-add2
you canaddidentitiesto the authenticatioragent.Whenyou usethe authentica-
tion agent,it will automaticallybe usedfor public key authenticationThis way;,
you only have to type the passphrasef your privatekey onceto the agent. Au-
thenticationdatadoesnot have to be storedon ary othermachinethanthelocal
machine,and authenticatiorpassphrasesr private keys never go over the net-
work.
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Startssh-agent2  with thecommand

eval ‘ssh-agent2’

or with thecommand

exec ssh-agent $SHELL

After that,you canaddidentitieslik e this:

% ssh-add2 id_dsa 1024 a

Adding identity: id_dsa 1024 a

Need passphrase for id_dsa 1024 a (1024-bit dsa,

user@localhost, Tue Aug 01 2000 19:41:42).
Enter passphrase:

Whenyou connectto a remotehostandusepublic key authenticationyou will
getstraightin.

If youwantthe connectiorto the agentto be forwardedover ssh remotelogins,
you shouldhave thisline in your/etc/ssh2/sshd2 _config file:

AllowAgentForwarding yes

The ssh-agent2 andssh-add2 commandline optionsare documentedn
detailonthessh-gentq1) andssh-add®l) manualpages.

3.6 Using Chroot Manager (ssh-chiootmgr)

Ssh-tirootmgris ahelperapplicatiorto beusedn instancesvhereyouwouldlike
to restrictusersto their own homedirectorywhenthey usessh2andsftp2. Note
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thatthisworksonly for staticbuilds, becauséhey do notuseary sharedibraries.
Also, this functionalityis notavailabledirectly in the binaries,anddoesnotwork
on Solaris.

1. First,compilethesource.

Jconfigure --enable-static
make
make install

2. Runssh-chrootmgr  with root privilegesand specify the appropriate
usernamesonthecommandine.

ssh-chrootmgr userl wuser2 user3

If youwant,youcanrunssh-chrootmgr  with the-v optionto getmore
information,or with the-gq optionto suppressiry output.

3. Edit the following line in the  configuration file
/etc/ssh2/sshd2 _config:

ChRootUsers userl,user2,user3
If all theusersarein the samegroup,editthefollowing instead:
ChRootGroups groupl,group2,group3

4. Edit the /etc/passwd file so that the users shell is
/bin/ssh-dummy-shell

5. Try to connectwith sftp , for exampleasuserl , andverify thatthe ervi-
ronments chrooted.
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The ssh-chrootmgr ~ commandine optionsare documentedn detail on the
ssh-tirootmgi(1) manualpage.

If you want to establisha chrooted ervironment manually without using
ssh-chrootmgr , dothefollowing aftercompilingstaticbinaries:

1. Createabin directoryundertheusers homedirectory

2. Copy ssh-dummy-shell.static and sftp-server2.static
from the/usr/local/bin directoryto the $SHOME/bin directory

3. Createthefollowing symboliclinks:

In -s sftp-server2.static sftp-server
In -s ssh-dummy-shell.static ssh-dummy-shell

4. As root, edit the /etc/passwd file so that the users shell is
/bin/ssh-dummy-shell

3.7 UsingPublic Key Manager (ssh-publeymgr)

Ssh-pubkeymgr createshe userfiles neededo usepublic key authentication
with ssh2. After all therequiredfiles have beencreatedit providesaninterface
thatcanuploadyour userpublic key to aremotehostusingscp2.

In the following usageexample,it is assumedhat userEt hasnot yet generated
ary keys. Etis currentlyloggedon hostEarthandwantsto usepublickey authen-
tication betweenthe hostsEarthandHome. The usernameis Et in both hosts,
EarthandHome.

1. Ssh-pubkeymgr is startedby giving the command

ssh-pubkeymgr
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2. Ssh-pubkeymgr runsssh-keygen2 andpromptsEtfor apassphrase:

Checking for existing user public keys..

Couldn't find your DSA keypair.. Il generate
you a new set..
Running ssh-keygen2... don't forget to give it

a passphrase!
Generating  1024-bit  dsa key pair
4 .000.000.000
Key generated.
1024-bit  dsa, Et@Earth, Fri Aug 18 2000
15:48:38  +0300
Passphrase
Again :
Private  key saved to /home/Et/.ssh2/id_dsa_1024 a
Public key saved to
/home/Et/.ssh2/id_dsa_ 1024 a.pub
Creating  your identity file..
Creating  your authorization file..

. Next, ssh-pubkeymgr asksif any hostsneedto be addedto the autho-

rizationfile. In orderto usepublickey authenticationvhenconnectingrom
Hometo Earth,theanswemustbeyes.

Do you want to add any hosts to your
authorization file?  (Default: yes)

. After this, the systemasksfor therequiredinformation:

Type in their hostname, press return after
each one. Press return on a blank Iline to
finish.

Add which user?
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Et

Add which host?

Home

You added Et at Home as a trusted login.
Press return to continue or Ctrl-D to exit.

5. Next, theuserpublic key canbeuploadedo aremotehost:

Do you want to upload Et@Earth key to a
remote host? (Default: yes)

Upload to which host?

Home

Which user account?

Et

Where is the Et's home directory?

(e.g. /home/anne, /ulahc, etc.)

/home/Et

Now running scp2 to connect to ssh2-test3..
Most likely you'll have to type a password :)
Et@Home’s password:

Et-Earth.pub | 738B | 0.7 kB/s | TOC: 00:00:01

| 100%

Press return to upload to more hosts or Cirl-D
to exit.

Everythingis now setup on hostEarth.Now, userEt hasto connecto hostHome
with ssh2 andrunthe commandssh-pubkeymgr onhostHome. After this,
userEt canusepublickey authentication.

If you arenot promptedfor a passphrasafter settingup the public key authen-
tication, checkthat you have all the keys listed in the authorizatiorfile in your
$HOME/.ssh2 directory
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Chapter 4

Troubleshooting

This chaptercontainsinformationon somecommonSecureShell problemsand
thesuggesteactions.

Somemoreinformationrelatedto SecureShelltroubleshootinganbe foundin
thetext files README.SSHZ2ndFAQ.SSH2in the sourcedistribution package.

4.1 Secure ShellDaemonProblems

1. Whenrunningsshd2 frominetd , it failswith a Packettoolongerror

Make sureyou run sshd2 assshd2 -i whenstartingit via inetd
(without ary delug parameters)Also, don’t compilein tcp.wrappersup-
portin this case(--with-libwrap=no ). In almostevery casewhere

thiserroris encounteredt is becausasshd2’s  stdinandstdout(givenby
inetd ) arethestreanthatsshd2 handlesandif any dehugmessagestc.
areputto thatstreamthe protocolgetsmessedip.

2. SSHterminalconnectionsvork, but sftp andscp connectiongail.
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Make surethatsftp is alongthe PATH Dependingon what SHELL you
are using, the startupscript for non-interactie logins is different. You
needto definethe PATHvariablein this file, becausehe shell invoking
sftp-server is notinteractie. For example the correctplacefor ervi-
ronmentvariablesettingsn caseof zsh is.zshenv .

If you don't wantto edit the shell startupscript, you canalso usesftp

server ’'sabsolutepathin the/etc/ssh2/sshd2 _config file:
subsystem-sftp /usr/local/bin/sftp-server
(The/ustr/local/bin/ is thedefaultdirectory)

Remembeto resetthe sshd2 procesgsendit a HUPsignal)afterediting
theconfiguratiorfile.

4.2 Authentication Problems

1. Whenconnectingo ahost,wherel know | haveanaccountssh2 saysDis-
connectedauthenticatiorerror (No further authenticatiormethodsavail-
able) (for ssh-2.0.13ener), or doesnt let mein, evenwhenl type the
correctpassvord (for newer seners).

The sener is probablytrying to checkthatthe hostnaméhasa valid DNS
record. Thisis notthe casewith mosthostsconnectedy dial-uplinesetc.
In older versionsof ssh2 , the default /etc/sshd2  _config file con-
tainedthe statemenRequireReverseMapping yes , when,in fact, it

shoulddefaultto no. Ask your systemadministratoto changehis,andsee
if the situationimproves. If you still have problems,consultyour system
administratomboutthe situation.
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