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Chapter 1

Intr oduction to SSHSecure
Shell

Thischapterprovidesanintroductionto theSSHSecureShellsoftwaresuite.

1.1 SSHSecure Shell

SSHSecureShell is anapplicationprotocolandsoftwaresuitethatallowssecure
network servicesoveraninsecurenetwork suchasthepublic Internet.It replaces
other, insecureprotocolsandservices,includingTelnetandFTP. It canbeusedfor
remoteterminalconnections,remotefile copying, andforwardingX11 sessions
(onUnix) aswell asarbitraryTCPportsthroughasecuretunnel.

SSHSecureShell is basedonstrongencryptionandauthentication.Thesoftware
hasbeendevelopedin Europeandcanbeusedin any countrythatallowsencryp-
tion.
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8 Chapter 1. Intr oduction to SSHSecureShell

1.2 This Document

Thisdocument,theSSHSecureShellfor UNIX ServersAdministrator’sGuideis a
brief introductionto thebasicfunctionsof SSHSecureShellandthemostcritical
administratortasks. For moreinformationaboutspecificdetailsof SSHSecure
Shell usage,pleaseconsultthe manualpagesincludedin the distribution. For a
comprehensivetext aboutthevariousaspectsof SSHSecureShell,werecommend
UNIX SecureShellby AnneCarasik(McGraw-Hill, New York, 1999).

1.3 SupportedPlatforms

SSHSecureShell softwareis availablefor a wide varietyof hardwareandsoft-
wareplatforms. The SecureShell conceptoriginatedon Unix asa replacement
for the insecure”Berkeley services”,that is, the rsh , rlogin , andrcp com-
mands.SSHSecureShell Server software(the softwarecomponentthat allows
remoteusersto connectto your computer)is availablefor mostUnix andLinux
platformsandfor Microsoft Windows NT4 (ServicePack 5 required)andWin-
dows 2000.Theassociatedclient software(thecomponentthatremoteusersrun
on their computers)is alsoavailablefor MicrosoftWindows95andWindows98.

Independentthird partieshavealsoportedSecureShellto otherplatformssuchas
OS/2andVMS. Theseindependentsoftwareproductsareintendedto becompat-
ible with SSHSecureShell products.However, SSHCommunicationsSecurity
canonly providesupportfor its own software.

1.4 Different Versionsof the SSHProtocol

Thecurrentversionof theSSHprotocolis version2 (SSH2).

Severaldifferentversionsof theSecureShellclient andserver exist. Pleasenote
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1.5. Support 9

thatthedifferentversionsusedifferentimplementationsof theSSHprotocol,and
thereforeyou cannotnormally connectto an SSH version1 server using SSH
version2 client software,or vice versa. However, SSHversion2.4 Unix server
softwareincludessupportfor fallbackfunctionality if SSH1is alreadyinstalled.
TheWindowsNT serversoftwaredoesnot includethis functionality.

For optimalresults,upgradeall serversandclientsto thenewestavailableversion
of SSHSecureShell.

1.5 Support

If the productdocumentationandthe README files do not answeryour ques-
tions,you cancontacttheSSHcustomersupportby usingthesupportWebpages
athttp://www.ssh.com/support/ssh/ .

Whenreportingproblems,pleaseprovide the following information to make it
easierfor thetechnicalsupportpersonnelto helpyou:

� theversionnumberof yourSSHSecureShellclientandserver

� list of any errormessagesyouhavereceived

� informationaboutyourcomputerhardwareandsoftwaresetup.

1.6 Legal Issueswith Encryption

Theencryptionsoftwareincludedin SSHCommunicationsSecurityproductshas
beendevelopedin Europe,and thereforetheseproductsare not subjectto US
export regulations.
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10 Chapter 1. Intr oduction to SSHSecureShell

The SecureShell software can be usedin any country that allows encryption,
includingtheUnitedStatesof America.
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Chapter 2

Installing and Configuring
SecureShell

Thischaptercontainsinstructionsonhow to installandconfiguretheSecureShell
serverandclientsoftware.

2.1 Installation

The actualinstallationandsystemconfigurationof the SecureShell softwareis
dependenton the particularplatform. For installationinstructionson platforms
notcoveredhere,pleaseconsulttheplatform-specificdocumentationshippedwith
yoursoftwarepackage.
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12 Chapter 2. Installing and Configuring SecureShell

2.1.1 Installing on Linux Platforms

SSHSecureShell productsfor Linux platformsaresuppliedin RPM (RedHat
PackageManager)binarypackages.

Pleasenotethat thebinaryRPMsareintendedfor RedHat andSuSELinux dis-
tributionsrunningonanIntel x86 platform.OnotherplatformsthatusetheRPM
packagemanager, the installationof theappropriatefiles will probablysucceed,
but theconfigurationphasemight fail. In thiscase,youmustdo theconfiguration
manually, asif youwereinstallingdirectly from sourcefiles.

Installation

1. Changeyour working directoryto thedirectorywhereyou have copiedthe
softwareto be installedandissuethe following commandwith root privi-
leges:

rpm -ihv ssh-commercial-server-2.x.y-z.i386. rpm

Thecommandvariesa bit accordingto thesoftwareandRPM releasever-
sion. For example,server might bereplacedwith workstation , and
thelettersx.y-z shouldbereplacedwith theappropriatereleasenumber.

If youhavepreviousSSHSecureShellRPMsinstalled,issuethefollowing
commandwith rootprivileges:

rpm -Uhv ssh-commercial-server-2.x.y-z.i386. rpm

2. After issuingthe command,the softwarewill be installed. You might be
askedto accepttheLicenseAgreementif you have not donesopreviously
on theparticularcomputer, or if theLicensehaschangedfrom theprevious
version.

3. The softwareshouldnow be readyto use. If you alreadyhadthe Secure
Shelldaemonrunning,you mightwantto restartit or rebootthecomputer.
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2.1. Installation 13

Uninstallation

1. Uninstallationis accomplishedby issuingthefollowingcommandwith root
privileges:

rpm -e ssh-commercial-server

Onceagain,server maybereplacedwith somethingelse,dependingon
theactualsoftwareversion.

2. Pleasenotice that even after a successfuluninstallation,the SecureShell
daemonwill beleft running.Youmustkill it manually:

kill ‘cat /var/run/sshd2_22.pid‘
/etc/rc.d/init.d/sshd2 stop

2.1.2 Installing on SolarisSPARC Platforms

The packageincludescompiledbinariesfor Solaris2.6, 7 and8 on the SPARC
architecture.For Solarison the Intel x86 platform,no pre-compiledbinariesare
available.

Note: If you wantto compilethesourcecodeyourself,we recommendtheusage
of SunMicrosystems’proprietaryC compiler(ForteC, formerly SunWorkShop
ProfessionalC, or its equivalent).

Installation with pkgadd

Unpack the distribution binary to somesuitableplace. The standardplace is
/var/spool/pkg in a Solarisenvironment.

gzip -dc ssh-2.x.y-server-solaris.tar.gz | tar xvf -

SSHSecureShellAdministration c
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14 Chapter 2. Installing and Configuring SecureShell

Thestring2.x.y shouldbereplacedwith theappropriateversionnumber.

After unpacking,install thepackagewith thepkgadd tool.

pkgadd -d .

Installation without pkgadd

Pkgadd setsup a few variableswhich theinstallationscriptwill use.If you are
usingthescriptwithoutpkgtool , youhave to setthemupyourself:

VERSION=2.x.y (x.y = the version number)
BASEDIR=/var/spool/pkg/SSHssh2/relo c

Rememberalsoto export thevariables.

Unpackthedistribution to somesuitabletemporaryspace.Theabove BASEDIR
appliesonly if you put thepackageunder/var/spool/pkg . In this case,you
have to do theinstallationmanually, usingthepostinstall command.

gzip -dc ssh-2.x.y-server-solaris.tar.gz | tar xvf -
cd SSHssh2/reloc
tar cf - . | (cd /usr/local; tar xfBp -)
cd ../install
./postinstall

Uninstallation

1. StoptheSecureShelldaemonusingthecommand

kill ‘cat /etc/ssh2/sshd2_22.pid‘
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2. Uninstallthepackageby issuingoneof thefollowing commandswith root
privileges:

pkgrm SSHssh2

or

pkgrm SSHssh2.2

2.1.3 Installing on HP-UX

Installation

1. Unpackthepackagewith gunzip.

2. Install thepackageby issuingthefollowing commandwith rootprivileges:

swinstall -s path_to/package ssh2

The/path to/package is theabsolutepathandnameof thedistribution
file.

Thesoftwarewill beinstalledin the/opt/ssh2 directory, andthemanual
pageswill be installedin the /usr/man directory. Symbolic links for
binarieswill becreatedin the/usr/bin and/usr/sbin directories.

3. StarttheSecureShelldaemonusingthecommand

/sbin/init.d/sshd start

Uninstallation

1. StoptheSecureShelldaemonusingthecommand

/sbin/init.d/sshd stop

SSHSecureShellAdministration c
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16 Chapter 2. Installing and Configuring SecureShell

2. Uninstall the packageby issuingthe following commandwith root privi-
leges:

swremove ssh2

Pleasenoticethatevenaftera successfuluninstallation,theSecureShelldaemon
will be left running. You must kill it manually. Also, uninstallationdoesnot
removeany configurationfiles.

2.1.4 Installing on AIX 4.3.x

Note: If you wantto compilethesourcecodeyourself,we recommendtheusage
of IBM’ sproprietaryC compiler(IBM C for AIX or its equivalent).

Installation

1. Unpackthepackage:

gzip -dc package | tar -xvf -

Thepackage is thenameof thedistributionfile.

2. Install thepackageby issuingthefollowing commandwith rootprivileges:

installp -d . SSH.Secure.Shell

If you only wantto applyandnot committhepackage,you canusethe-a
flag with installp . Packageswhich areappliedbut not committedcan
berejectedlateron. PleasereadtheAIX manualpagesfor moreinformation
aboutthe installp command.
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Uninstallation

1. StoptheSecureShelldaemonusingthecommand

kill ‘cat /etc/ssh2/sshd2_22.pid‘

2. Uninstall the packageby issuingthe following commandwith root privi-
leges:

installp -u SSH.Secure.Shell

2.1.5 Installing on Other UNIX Platforms

If pre-compiledbinariesfromSSHCommunicationsSecuritydonotexist for your
particularUNIX platform,youcancompilethesourceyourself.

Youneedto have thefollowing:

� An ANSI C compiler(gcc andegcs areavailablefrom theFreeSoftware
Foundation’sGNU project,http://www.gnu.org )

� Developmentlibrariesfor youroperatingsystem

Then,login asroot, andrun thefollowing commands.

gzip -dc ssh-2.x.y.tar.gz | tar -xvf -
cd ssh-2.x.y
./configure
make
make install

You canenableor disablecertainfunctionality whenyou compileSSHSecure
Shell. To usetheoptionalfunctionality, just make sureyou do it in thefollowing
syntax:

SSHSecureShellAdministration c
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18 Chapter 2. Installing and Configuring SecureShell

# ./configure --[option]

Themostcommonoptionsarelistedbelow, but therearealsoadditionaloptions
not listedhere.Type./configure --help for moreinformation.

--disable-X11-forwarding

Turnsoff X forwarding

--bindir=DIR

Installuserbinariesin [bindir]/bin

--sbindir=DIR

Install systembinariesin [sbindir]/bin

--enable-debug

Enablesdebugging(recommended)

--host=HOST

Definetheoperatingsystemto install on (listedin config.sub )

--with-ssh-connection-limit=#

Numberof simultaneousconnectionsallowedto sshd2

2.2 BasicConfiguration

Thissectiongoesinto someof thebasicconfigurationoptionsthatmany adminis-
tratorsliketo havesetup(or notsetup,dependingonthescenario).Theseinclude
the basicfiles that SecureShell uses,hostkey generation,X11 forwarding,and
root logins.
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2.2. BasicConfiguration 19

2.2.1 Location of Secure ShellFiles

Thesystemfiles for SSH2areby default in /etc/ssh2. Theuserandsystem
binariesarestoredin /usr/local/bin and /usr/local/sbin, respec-
tively. In /usr/local/sbin, you’ll find sshd2. All the otherbinariesare
storedin /usr/local/bin.

The system-wideconfiguration files are the most important. They are in
/etc/ssh2/.

Thesystempublickey pair (DSSonly):

� /etc/ssh2/hostkey

� /etc/ssh2/hostkey.pub

Theconfigurationfiles for theclientandserver, respectively:

� /etc/ssh2/ssh2 config

� /etc/ssh2/sshd2 config

Userscanhave their own configurationfiles (andotherfiles aswell). Theseare
storedin ˜/.ssh2.

Hostkeys thatarerecognizedfor any userson thelocal systemshouldbeplaced
in the /etc/ssh2/hostkeys directory.

User-specifichostkeysshouldbein ˜/.ssh2/hostkeys.

If you areusinghost-basedauthentication,the system-widefile for recognized
hostkeys is /etc/ssh2/knownhosts.

User-specificknown-hostskeysshouldbein ˜/.ssh2/knownhosts.

SSHSecureShellAdministration c
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20 Chapter 2. Installing and Configuring SecureShell

2.2.2 Generatingthe Host Key

You only needto do this if you wantto changeyour hostkey, or if your hostkey
wasnotgeneratedduringtheinstallation.

1. Login asroot

2. Kill any instancesof sshd2 or sshd :

killall sshd

3. Generatethehostkey with thefollowing command:

ssh-keygen2 -P /etc/ssh2/hostkey

4. Restartsshd2 :

sshd2

2.2.3 Permitting Root Logins

If you wantto permitsomeoneto login directly to theroot login accountvia ssh,
you candefinethreemethodsof control in the /etc/ssh2/sshd2 config
file.

PermitRootLogin no

This will disableall root logins. To enableroot logins with any authentication
method,usethefollowing setting:

PermitRootLogin yes
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2.3. Authentication 21

Youcanlimit theauthenticationmethodsby usingthefollowing setting:

PermitRootLogin nopwd

This will enableroot logins only usinghost-basedauthenticationor userpublic
key authentication.

2.3 Authentication

Therearefour differentmethodsto authenticateusersin SSHSecureShell: pass-
word, host-based,userpublic key andKerberos.Theseauthenticationmethods
canbecombinedor usedseparately, dependingon the level of functionalityand
securityyouwant.

2.3.1 Password

This authenticationmethodis theeasiestto implement,asit is setup by default.
Passwordauthenticationusesthe/etc/passwd or /etc/shadow file onyour
UNIX system,dependingonhow yourpasswordsaresetup.

To make sure password authentication is enabled, the
AllowedAuthentications field both in /etc/ssh2/sshd2 config
and/etc/ssh2/ssh2 config filesshouldcontainthewordpassword :

AllowedAuthentications password

Otherauthenticationmethodscanbelistedin theconfigurationfilesaswell.

SSHSecureShellAdministration c
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22 Chapter 2. Installing and Configuring SecureShell

2.3.2 Host-BasedAuthentication

Thefollowing termswill beusedin thisexample:

Remoteis theSSHSecureShellserver into which you aretrying to connect.Re-
moteUseris theusernameontheserverinto whichyouwouldlike to login. Local
is themachinerunninga SSHSecureShellclient. LocalUseris theusernameon
theclientmachinethatshouldbeallowedto login to RemoteasRemoteUser.

1. First, install SSH SecureShell on the Local and Remotemachines.
Do not forget to generatea host key. If your installation did this,
or if you already have a copy of your /etc/ssh2/hostkey and
/etc/ssh2/hostkey.pub, youcanskipthehostkey generation.Oth-
erwise,do this:

# ssh-keygen2 -P /etc/ssh2/hostkey

2. Copy the Local machine’s /etc/ssh2/hostkey.pub file over to the
Remotemachineandnameit

/etc/ssh2/knownhosts/ hostname.domain.s sh-dss .pub

In the placeof hostname.domain above, you mustusethe long host
name of the Local machine(the fully qualified domain name). You
will run into problemsif the systemdoesnot recognizethe host name
as hostname.domain.somewhere.com but recognizesit only as
hostname . You canfind this out while runningsshd2 in verbosemode
whentrying to makeconnections.

TheRemotemachinenow hasthe Local machine’s public key, so the Re-
motemachinecanverify theLocalmachine’sidentitybasedonapublickey
signature.By contrast,rsh only usestheIP addressfor hostauthentication.

3. To make sure that SSH Secure Shell finds your complete do-
main name, not just the host name, edit the following line in the
/etc/ssh2/ssh2 config file onLocal:
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DefaultDomain yourdomain.com

4. On theRemotemachine,createa file in thehomedirectoryof RemoteUser,
named.shosts. Thecontentsof this file shouldbe thelong hostname
of Local, sometabsor spaces,andtheusernameof LocalUser.

Contentsof ˜/.shosts:

localhostname.yourdomain.com LocalUser

Besureto chown andchmod the .shosts file. The.shosts file must
beownedby RemoteUserandshouldhavemode0400.

5. Check the files /etc/ssh2/sshd2 config on Remote and
/etc/ssh2/ssh2 config on Local. Make sure that the
AllowedAuthentications field containsthe word hostbased.
For example,it mayread:

AllowedAuthentications hostbased,passwd

It doesnotmatterwhatelseis in there.Justmakesurethatthehostbased
keyword is first in thelist.

6. Also check that IgnoreRhosts is set to no in the your
/etc/ssh2/sshd2 config file onRemote.

IgnoreRhosts no

If youhadto modify thesshd2 config file, youwill haveto sendaHUP
signalto sshd2 to make thechangetakeeffect.

# kill -HUP ‘cat /var/run/sshd2_22.pid‘

or

# kill -HUP ‘cat /etc/ssh2/sshd2_22.pid‘

SSHSecureShellAdministration c
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24 Chapter 2. Installing and Configuring SecureShell

7. Youshouldbeall set.

OnLocal, log in asLocalUserandgive thecommand

ssh RemoteUser@Remote uptime

Youshouldgetbacktheresultsof uptime runonRemote.

Thefirst timeyourunssh to thatparticularserver, youwill haveto answer
yeswhenasked if you want to connectto the server. This is becausethe
local ssh doesnot yet have theremoteserver’s SSHpublic key. This will
only happenwhenconnectingfor thefirst time.

Troubleshooting

With SSH2, did you name the host key file appropriately? It should be
/etc/ssh2/knownhosts/HOSTNAME.ssh-d ss.pub , and HOSTNAME
hasto bethelonghostname(fully qualifieddomainname).

� Did youcopy thehostkey properly?

� Did it getmangledwhenyou copiedit over?

� Checkyourspellingin the .shosts file.

� Makesurethe.shosts file is ownedby RemoteUser.

� Run the server with the -v flag (verbose).This is a goodway to seeif a
hostkey file is missing,or if somethingis misconfigured.

2.3.3 UserPublic KeyAuthentication

Per-userconfigurationinformationandencryptionkeys arestoredin the .ssh2
subdirectoryof eachuser’shomedirectory.
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In thefollowing instructions,Remoteis theSSHSecureShellservermachineinto
whichyouaretrying to connect,andLocal is themachinerunninganSSHSecure
Shellclient.

Keysgeneratedwith ssh-keygen

In orderto setup userpublic key authentication,eitherusethePublicKey Man-
ager, ssh-pubkeymgr , or do a manualsetupaccordingto the following in-
structions. SeeSection3.7 (Using Public Key Manager)if you want to know
moreaboutssh-pubkeymgr .

1. To make sure that public key authentication is en-
abled, the AllowedAuthentications field both in
/etc/ssh2/sshd2 config file on Remote and in
/etc/ssh2/ssh2 config file on Local should contain the word
publickey :

AllowedAuthentications publickey

Otherauthenticationmethodscanbelistedin theconfigurationfile aswell.

2. Createa keypairby executingssh-keygen (ssh-keygen2)onLocal.

Local> ssh-keygen
Generating 1024-bit dsa key pair

1 oOo.oOo.o
Key generated.
1024-bit dsa, user@Local, Wed Mar 22 2000 00:13:43

+0200
Passphrase :
Again :
Private key saved to

/home/user/.ssh2/id_dsa_1024_a
Public key saved to

/home/user/.ssh2/id_dsa_1024_a.pub

SSHSecureShellAdministration c
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26 Chapter 2. Installing and Configuring SecureShell

Ssh-keygen will askyou for a passphrasefor thenew key. Entera suffi-
ciently long (20 charactersor so)sequenceof any characters(white spaces
areOK). Ssh-keygen createsa .ssh2 directory in your homedirec-
tory, andstoresyour new authenticationkey pair in two separatefiles. One
is your privatekey which mustNEVER be madeavailableto anyonebut
yourself. The privatekey canonly be usedtogetherwith the passphrase.
In the above example,the privatekey file is id dsa 1024 a. Theother
file id dsa 1024 a.pub is your public key, which canbedistributedto
othercomputers.

3. Createan identification file in your ˜/.ssh2 directoryonLocal.

Local> cd ˜/.ssh2
Local> echo "IdKey id_dsa_1024_a" > identification

You now have an identification file which consistsof oneline that
denotesthe file containingyour identification (your private key). For
specialapplications,you can createmultiple identificationsby executing
ssh-keygen again. This is, however, not neededin the mostcommon
cases.

4. Copy your public key (id dsa 1024 a.pub ) to the˜/.ssh2 directory
onRemote.

5. Createanauthorization file in your ˜/.ssh2 directoryon Remote.
Add thefollowing line to authorization :

Key id_dsa_1024_a.pub

ThisdirectstheSSHserver to useid dsa 1024 a.pub asa valid public
key whenauthorizingyour login. If you want to login to Remote from
otherhosts,createauthorizationkeysonthehosts(steps1 and2) andrepeat
steps3 and4 onRemote.

6. Now youshouldbeableto login to Remotefrom LocalusingSecureShell.

Try to login:
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Local>ssh Remote
Passphrase for key "/home/user/.ssh2/id_dsa_1024_a
with comment "1024-bit dsa, created by user@Local
Wed Mar 22 2000 00:13:43 +0200":

After you have enteredthe passphraseof your privatekey, a SecureShell
connectionwill beestablished.

PGPkeys

TheSSHSecureShellonlysupportstheOpenPGPstandardandthePGPprograms
thatuseit. GnuPGis usedin thefollowing instructions.If you usePGP, theonly
differenceis thatthefile extensionis pgp insteadof gpg.

1. To make sure that user public key authentication is en-
abled, the AllowedAuthentications field both
in /etc/ssh2/sshd2 config file on Remote and
/etc/ssh2/ssh2 config file on Local should contain the word
publickey :

AllowedAuthentications publickey

Otherauthenticationmethodscanbelistedin theconfigurationfile aswell.

2. Copy yourprivatekeyring (secring.gpg ) to the˜/.ssh2 directoryon
Local.

3. Create an identification file in your ˜/.ssh2 directory on
Local if you don’t already have one. Add the following lines to
identification :

PgpSecretKeyFile
<the filename of the user’s private keyring>

IdPgpKeyName
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<the name of the OpenPGP key
in PgpSecretKeyFile>

IdPgpKeyFingerprint
<the fingerprint of the OpenPGP key

in PgpSecretKeyFile>
IdPgpKeyId

<the id of the OpenPGP key in PgpSecretKeyFile>

Eachkeyword andthecorrespondingvalueshouldbewritten on thesame
line. In this document,they areshown on separatelines for typographical
reasons.

4. Copy your public keyring (pubring.gpg ) to the˜/.ssh2 directoryon
Remote

scp2 pubring.gpg user@remote_host:.ssh2

5. Createanauthorization file in your ˜/.ssh2 directoryon Remote.
Add thefollowing linesto authorization :

PgpPublicKeyFile
<the filename of the user’s public keyring>

PgpKeyName
<the name of the OpenPGP key>

PgpKeyFingerprint
<the fingerprint the OpenPGP key>

PgpKeyId
<the id of the OpenPGP key>

6. Now youshouldbeableto login to Remotefrom LocalusingSecureShell.

Try to login:

Local>ssh Remote
Passphrase for pgp key "user (comment)

<user@Local>":

After you have enteredthe passphraseof your PGPkey, a SecureShell
connectionwill beestablished.
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2.3.4 KerberosAuthentication

TheSSHSecureShellonly supportsKerberos5.

1. To make surethatKerberosauthenticationis enabled,you shouldhave the
following line in your /etc/ssh2/sshd2 config file:

AllowedAuthentications
kerberos-1@ssh.com,kerberos-tgt-1@s sh.co m

Otherauthenticationmethodscanbelistedin theconfigurationfile aswell.

2. Also, make sure that you have the following line in your
/etc/ssh2/ssh2 config file:

AllowedAuthentications
kerberos-1@ssh.com,kerberos-tgt-1@s sh.co m

Eachkeyword andthecorrespondingvalueshouldbewritten on thesame
line. In this document,they areshown on separatelines for typographical
reasons.

After this, it is possibleto authenticateusingKerberoscredentials,forwardable
TGT (ticketgrantingticket)andpassingTGT to remotehostfor singlesign-on.It
is alsopossibleto useKerberospasswordauthentication.

2.3.5 PluggableAuthentication Modules(PAM)

WhenPAM is used,SSHSecureShell transfersthe control of authenticationto
the Linux-PAM library, which will thenload the modulesspecifiedin the PAM
configurationfile. Finally, theLinux-PAM library tellsSSHSecureShellwhether
or nottheauthenticationwassuccessful.SSHSecureShellneitherknowsor cares
of theactualauthenticationmethodemployedby Linux-PAM. Only thefinal result
is of interest.
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1. In orderto havePAM support,yourneedto compilethesource:

./configure
make
make install

By default, the PAM service name is sshd2 . If
you want to change it, you can add the configure flag
--with-daemon-pam-service-name=na me.

2. Make sure that you have the following lines in your
/etc/ssh2/sshd2 config file:

AllowedAuthentications pam-1@ssh.com
SshPamClientPath /full/path/to/ssh-pam-client

Note: By default, SshPamClientPath is
/usr/local/bin/ssh-pam-client .

3. Edit your /etc/ssh2/ssh2 config file so that the pam-1@ssh.com
authenticationmethodis allowed.

The PAM configuration is either in /etc/pam.conf or in
/etc/pam.d/sshd2 . The modules are usually either in the
/lib/security directory or in the /usr/lib/security directory.
Currently, SSHSecureShellsupportsPAM onLinux andonSolaris2.6or later.

Theremustbeat leastoneauth , oneaccount andonesession modulein
theconfigurationfile. Otherwise,theconnectionwill be refused.Also, modules
which requirePAMTTY will not work becauseTTY allocationis donein SSH
SecureShellaftertheauthentication.

Examples

1. /etc/pam.d/sshd2 file onRedHatLinux:
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auth required /lib/security/pam_pwdb.so
shadow nullok

auth required /lib/security/pam_nologin.so
account required /lib/security/pam_pwdb.so
password required /lib/security/pam_cracklib.so
password required /lib/security/pam_pwdb.so

shadow nullok use_authtok
session required /lib/security/pam_pwdb.so

2. /etc/pam.conf entryonSolaris:

sshd2 auth required
/usr/lib/security/pam_sample.so debug

sshd2 account required
/usr/lib/security/pam_sample.so debug

sshd2 password required
/usr/lib/security/pam_sample.so debug

sshd2 session required
/usr/lib/security/pam_sample.so debug

Eachkeywordandthecorrespondingvalueshouldbewrittenon thesameline. In
thisdocument,they areshown onseparatelinesfor typographicalreasons.

Note: SSHCommunicationsSecurity doesnot provide technical support on
how to configure PAM. Our support covers only SSH Secure Shell applica-
tions and sourcecode.

2.3.6 SecurID

Pleasefamiliarizeyourselfwith theRSAACE/Serverdocumentationbeforeread-
ing further.

In theinstructionsbelow, the /top directoryrefersto theRSA ACE/Server top-
level directory.
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1. In orderto haveSecurIDsupport,you needto compilethesource:

./configure --with-serversecurid[=/PATH]
--with-clientsecurid

make
make install

Replace/PATH with theabsolutePATH to thedirectorycontainingthefol-
lowing files:

� sdclient.a
� sdacmvls.h
� sdconf.h
� sdi authd.h
� sdi size.h
� sdi type.h
� sdi defs.h

Theabovefilesarenormallyin /top/ace/examples .

Note: If you do not want to make thecompilationasroot, make surethat
all theabovefilesarereadable.

2. Make sure that you have the following line both in
your /etc/ssh2/sshd2 config file and in your
/etc/ssh2/ssh2 config file:

AllowedAuthentications securid-1@ssh.com

3. Checkthattheuser’sshell is not /top/ace/prog/sdshell .

4. StarttheRSA ACE/Server.

5. CheckthattheVAR ACEenvironmentvariableis set.It hasto besetbefore
startingsshd2 , andits valuemustbe/top/ace/data .
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6. Startsshd2 .

Note: SSHCommunicationsSecurity doesnot provide technical support on
how to configure RSA ACE/Server. Our support covers only SSH Secure
Shellapplicationsand sourcecode.

2.4 Forwarding

The SSH2connectionprotocol provideschannelsthat can be usedfor a wide
rangeof purposes.All of thesechannelsaremultiplexedinto a singleencrypted
tunnelandcanbe usedfor forwarding(”tunneling”) arbitraryTCP/IPportsand
X11 connections.

2.4.1 X11 Forwarding

To enableX11 forwarding,make surethat the SSH SecureShell softwarewas
compiledwith X (you didn’t run ./configure with any X disablingoptions).
Also, make surethat you have this line in your /etc/ssh2/sshd2 config
file:

ForwardX11 yes

Log into theremotesystemandtypexclock &. This startsa X clock program
thatcanbeusedfor testingtheforwardingconnection.If theX clock window is
displayedproperly, you haveX11 forwardingworkingfine.

NOTE: Do NOT set the DISPLAY variableon the client. You will most likely
disableencryption.(X connectionsforwardedthroughSecureShellusea special
localdisplaysetting.)

To forwardX11 traffic ontheSSHSecureShellfor WorkstationsWindowsclient:
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1. InstallanX server(X emulation)programonWindows(eXceed,Reflection,
or thelike)

2. StarttheSSHSecureShellfor WorkstationsWindowsclient

3. SelectEdit - � Settings...- � TunnelingandmakesurethattheForward X11
connectionscheckboxis checked

4. Save your settingsfor the SSH SecureShell for WorkstationsWindows
client

5. Quit theWindowsclient,startit againandlog into theremotehost

6. StarttheX server (X emulation)program

7. Runxterm or xclock from SSHSecureShell,andit shouldwork.

2.4.2 Port Forwarding

Portforwarding,in otherwordstunneling,is a way to forwardotherwiseinsecure
TCPtraffic throughSSHSecureShell.For example,youcansecurePOP3,SMTP
andHTTPconnectionsthatwouldotherwisebeinsecure.(Figure2.1(Making in-
secureTCPconnectionssecureusingchannelsinsidetheencryptedssh2tunnel).)

Figure2.1: Making insecureTCP connectionssecureusingchannelsinsidethe
encryptedssh2tunnel
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Therearetwo kindsof port forwarding: local andremoteforwarding. They are
alsocalledoutgoingandincomingtunnels,respectively. Local port forwarding
forwardstraffic comingto a localport to aspecifiedremoteport.

For example,if you issuethecommand

ssh2 -L local_port:remote:remote_port user@remote

all traffic which comesto port local port on thelocal hostwill beforwarded
to port remote port ontheremotehost.

Remoteport forwardingdoestheopposite:it forwardstraffic comingto a remote
port to aspecifiedlocal port.

For example,if you issuethecommand

ssh2 -R remote_port:local:local_port user@remote

all traffic which comesto port remote port on the remotehostwill be for-
wardedto port local port on thelocalhost.

If youhave threehosts,client , sshdserver andappserver , andyou for-
wardthetraffic comingto client ’sportx to appserver ’sporty but youcon-
nectto sshdserver only, theconnectionbetweenclient andsshdserver
is secure.SeeFigure2.2 (Forwardingto a third host). The commandyou use
would look like thefollowing:

ssh2 -L x:appserver:y user@sshdserver

2.4.3 Agent Forwarding

Seesection3.5(UsingAuthenticationAgent).
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Figure2.2: Forwardingto a third host.

2.5 Configuring SSH2for SSH1Compatibility

TheSSH2andSSH1protocolsarenot compatiblewith eachother. This incon-
venienceis necessary, sincetheSSH2protocolincludesremarkablesecurityand
performanceenhancementsthat would not have beenpossibleif protocol-level
compatibilitywith SSH1hadbeenretained.

However, the currentimplementationsof SSH2andSSH1aredesignedso that
they canbothberunonthesamemachine.Thismakesthetransitionfrom theold
but well-establishedSSH1protocolto the moresecureandmoreflexible SSH2
protocolmucheasier. TheSSH2server daemonincludesa fallbackfunctionthat
automaticallyinvokestheSSH1serverwhenrequired.

To setup bothSSH1andSSH2serverson thesameUnix system,you shoulddo
thefollowing:

1. Install the latestavailableversionof SSH1. (As of this printing, the lat-
estversionis ssh-1.2.30 .) The SSH1compatibility fallbackrequires
version1.2.26or later.

2. InstallSSH2.

3. If you previously hadSSH1installed,pleasemake surethat theold sshd
is no longerrunatboot.Only sshd2 shouldberun. If you have theSSH1
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versionof sshd running,you shouldkill themasterdaemon.Youcanfind
its processid in /var/run/sshd.pid .

4. Makesurethat/usr/local/sbin/sshd2 is runautomaticallyatboot.
On most systems,you shouldadd running it into /etc/rc.local or
under/etc/rc.d .

� When you run sshd2 , the SSH1daemonshould not be running.
When using SSH2 with SSH1 compatibility, you should only run
sshd2 . It will thenautomaticallystartSSH1asneeded.

5. If you don’t want to reboot, you should now manually run
/usr/local/sbin/sshd2 .

2.6 Configuring SSH Secure Shell for TCP Wrap-
persSupport

To enableusageof TCP Wrapperswith SSHSecureShell, do the following as
root:

1. If SSHSecureShellwaspreviously installedfrom binaries,you maywant
to uninstallit beforecontinuing.

2. Compilethesourcecode:

./configure --with-libwrap
make
make install

Note: If configure doesnotfind libwrap.a , do thefollowing:

� Locatelibwrap.a
� Runconfigure again:
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make distclean
./configure --with-libwrap=/path_to/libwrap.a

3. Createor edit the/etc/hosts.allow and/etc/hosts.deny files.

Whena usertries to connectto SSHSecureShell server, the TCP wrap-
per daemon(tcpd ) readsthe /etc/hosts.allow file for a rule that
matchestheclient’shostnameor IP. If /etc/hosts.allow doesn’t con-
tain a rule allowing access,tcpd reads/etc/hosts.deny for a rule
thatwould deny access.If neitherfile containsanacceptor deny rule, ac-
cessis grantedby default.

Thesyntaxfor the/etc/hosts.allow and/etc/hosts.deny files
is asfollows:

daemon : client_hostname_or_IP

Thetypicalsetupis to deny accessto everyonein the/etc/hosts.deny
(ThisexampleshowsbothSSH1andSSH2):

sshd1: ALL
sshd2: ALL
sshdfwd-X11 : ALL

or simply

ALL: ALL

And thenallow accessonly to trustedclientsin the/etc/hosts.allow :

sshd1 : trusted_client_IP_or_hostname
sshd2 : .ssh.com foo.bar.fi
sshdfwd-X11 : .ssh.com foo.bar.fi

Basedon the /etc/hosts.allow file above, userscoming from any
hostin thessh.comdomainor from thehostfoo.bar.fi areallowedto getin.
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Troubleshooting

1. Makesurethatyouarenothaving any network problems.

2. MakesurethatSSHSecureShellserver is running:

kill -0 ‘cat /var/run/sshd2_22.pid‘

or

kill -0 ‘cat /etc/ssh2/sshd2_22.pid‘

If yougeta message”No suchprocess.”, restartthesshd2 daemon.

3. Checkyour /etc/hosts.allow and/etc/hosts.deny files.

� Ensurethattheclient’s IP addressor hostnameis correct.
� If you areusinga hostname,you mustsupplythefully qualifieddo-

mainname.

4. If youchangedsomethingin thesshd2 config file, youneedto HUPthe
sshd2 daemon.

5. Runtcpdchk andtcpdmatch . Theseprogramsareusedto analyzeand
reportproblemswith your TCPWrapperssetup.Pleaseseethemanpages
for moreinformationon thesecommands.
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Chapter 3

UsingSecureShell

This chapterprovidesinformationon how to usetheSecureShellsoftwaresuite
afterit hasbeensuccessfullyinstalledandsetup.

3.1 Using the Secure ShellServer Daemon(sshd2)

Theserverdaemonprogramfor SecureShellis calledsshd2 .

Sshd2 is normally startedat boot time from /etc/rc.local or its equiva-
lent. It forks a new daemonfor eachincomingconnection.Theforkeddaemons
handlekey exchange,encryption,authentication,commandexecution,anddata
exchange.

TheSecureShell daemonis normally run asroot. If it is not run asroot, it can
only log in astheuserit is runningas,andpasswordauthenticationmaynotwork
if the systemusesshadow passwords. An alternative hostkey file mustalsobe
used.
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3.1.1 Manually Starting the Secure ShellServer Daemon

To manuallystarttheSecureShelldaemon,typethecommandsshd . (Note: If
the installationwassuccessfullycompleted,sshd is a symboliclink to sshd2 .
If you alsohaveSSH1installed,theSSH2installationprocessmodifiestheexist-
ing link. If SSH1compatibility is desired,sshd2 canbeconfiguredto execute
sshd1 whentheclientonly supportsSSH1.)

Sshd2can be configuredusing command-lineoptions or a configurationfile.
Command-lineoptionsoverridevaluesspecifiedin theconfigurationfile.

3.1.2 Automatically Starting the Secure Shell Server Daemon
at Boot Time

If you have installedfrom RPM packageson RedHator on SuSE,sshd2 is al-
readystartingatboottime. Thesameis trueif you have installedfrom depot in
HP-UX.

In thefollowing, two differentwaysof startingSecureShellDaemonatboottime
areintroduced.If neitherof thesework in your system,refer to your operating
systemdocumentationonhow to startservicesatboottime.

Starting fr om /etc/rc.d/rc.local

In order to start sshd2 automatically at boot time on System V based
operating systems, there should be symbolic links to its startup script in
/etc/rc.d/rc?.d , where? is the runlevel. You caneitheraddtheselinks
manually or use chkconfig . The startupscript sshd2 should be in the
/etc/rc.d/init.d directory.

Note: Chkconfig is only availableonRedHat.In SuSE,addthesymboliclinks
manually.
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If youwantto usechkconfig , checkthatthefirst linesin sshd2 aresimilar to
thefollowing ones:

#!/bin/sh
#
# Author: Sami Lehtinen <sjl@ssh.com>
#
# sshd2 This shell script takes care of starting
# and stopping sshd2.
#
# chkconfig: 345 34 70
# description: Secure Shell daemon
#

This meansthatsshd will bestartedin runlevels3, 4 and5, andthat its starting
priority is 34 and its killing priority is 70. You can choosethe runlevels and
prioritiesasyou wantaslongassshd is startedafterthenetwork is up.

After addingthelinks manuallyor giving thecommand

chkconfig --add sshd2

youshouldhave links /etc/rc.d/rc?.d , similar to

lrwxrwxrwx 1 root root 14 Aug 16 10:07
S34sshd -> ../init.d/sshd

lrwxrwxrwx 1 root root 14 Aug 16 10:07
K70sshd -> ../init.d/sshd

Starting fr om /etc/rc.local

On BSD basedoperatingsystems,you have to adda similar line to thefollowing
to therc.local file in /etc directory:
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echo "Starting sshd2..."; /usr/local/sbin/sshd2

After this, theSecureShelldaemonwill startautomaticallyatboottime.

3.1.3 Operation of the Server Daemon

Whensshd2 is started,it begins to listen on a port for a socket. The default
port is port 22, now a well-known port for SecureShell. This canbe changed
to suit any customenvironments,e.g. if you want to run sshd2 from a non-
privilegedaccount;however, make surethat no otherprocessis using the port
you areplanningto use. The SecureShell daemoncanalsobe startedfrom the
Internetdaemoninetd . For thepurposeof this text, it is assumedthatsshd2 is
not invokedthroughinetd but startedon its own.

Whenthedaemonis listeningfor a socket, it waitsuntil a client initiatesa socket
connection.Onceconnected,thedaemonforksachild process,whichin turniniti-
ateskey exchangewith theclient. Thechild processhandlestheactualconnection
with theclient, includingauthentication,supportedciphernegotiation,encrypted
datatransfer, andterminationof the connection.After the connectionhasbeen
terminated,thechild processterminatesaswell. Theparentprocessremainslis-
teningfor otherconnectionsuntil explicitly stopped.

Login Process

Whena usersuccessfullylogsin, sshd2 doesthefollowing:

1. Changesto runwith normaluserprivileges.

2. Setsupbasicenvironment.

3. Reads/etc/environment if it exists.

4. Changesto theuser’shomedirectory.
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5. Runstheuser’sshellor specifiedcommand.

3.1.4 Resettingand Stopping the Server Daemon

WhentheSecureShelldaemonis started,its processidentifier(PID) is storedin
/var/run/sshd2 22.pid or, if the directory/var/run doesnot exist, in
/etc/ssh2/sshd2 22.pid . This makesit easyto kill the appropriatedae-
mon:

kill ‘cat /var/run/sshd2_22.pid‘

or sendsignalsto it:

kill -SIGNAL ‘cat /var/run/sshd2_22.pid‘

TheSecureShelldaemonhandlessignalslike inetd : youcansendit aSIGHUP
signal to make it rereadits configurationfile. The daemoncan be stoppedby
sendingtheSIGKILL signal.

3.1.5 Configuration File and Command-Line Options

Sshd2 readsconfigurationdatafrom /etc/ssh2/sshd2 config (or thefile
specifiedwith -f on thecommandline). Thefile containskeyword-valuepairs,
one per line. Lines startingwith a numbersign # as well as empty lines are
interpretedascomments.

For detailedinformationabouttheoptionsavailablein theconfigurationfile and
onthecommandline, pleasereferto thesshd2config(5) andto thesshd2(8) man-
ualpages.
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3.2 Using the Secure ShellClient (ssh2)

ThebasicSecureShellclientprogramis calledssh2 .

Ssh2 canbeusedeitherto initiateaninteractivesession,resemblingrlogin , or
to executea commandin a waysimilar to thersh command.

TheSecureShellclient connectsto theserver on port 22, which is a well-known
port for SecureShell.

3.2.1 Starting the Secure ShellClient

Ssh2 hasa verysimplesyntax:

ssh2 [options] hostname [command]

The mostcommonusageis to establishan interactive sessionto a remotehost.
This can be donesimply by typing ssh hostname.domain . A real-world
examplecouldbessh somehost.ssh.com . As with rsh andrlogin , the
userID to beusedcanbespecifiedwith the-l option.

Note: As shown in the above example,in the normalcase,you do not have to
typessh2 . The installationprocesscreatesa symboliclink, ssh , thatpointsto
the actualssh2 executable.If you alsohave SSH1installed,you will needto
typessh1 to run theSSH1client.

Thessh2 commandline optionsaredocumentedin detailon thessh2(1) manual
page.

3.2.2 Configuration File and Command-Line Options

Ssh2 readsconfigurationdata from /etc/ssh2/ssh2 config and from
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$HOME/.ssh2/ssh2 config (or thefile specifiedwith -F on thecommand
line). Thefile containskeyword-valuepairs,oneper line. Lines startingwith a
numbersign# aswell asemptylinesareinterpretedascomments.For detailed
informationabouttheoptionsavailablein theconfigurationfile andon thecom-
mandline, pleasereferto thessh2config(5) andto thessh2(5) manualpages.

3.3 UsingSecure Copy (scp2)

Scp2is a programfor copying files over thenetwork securely. It usesssh2 for
datatransfer, andusesthesameauthenticationandprovidesthesamesecurityas
ssh2 .

Scp2 usesaspecialfile transferprotocolfor thedataexchangebetweentheclient
andserver. This is not to beconfusedwith FTP.

Thebasicsyntaxfor scp2 is like this:

scp user@source:/directory/file
user@destination:/directory/file

Note: As shown in the above example,in the normalcase,you do not have to
typescp2 . The installationprocesscreatesa symboliclink, scp , thatpointsto
the actualscp2 executable.If you alsohave SSH1installed,you will needto
typescp1 to run theSSH1client.

Scp2 canbe usedto copy files in eitherdirection; that is, from the local sys-
temto theremotesystemor vice versa.Local pathscanbespecifiedwithout the
user@system: prefix. Relative pathscanalsobe used;they are interpreted
relative to theuser’shomedirectory.

Thescp2 commandline optionsaredocumentedin detailon thescp2(1) manual
page.
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3.4 UsingSecure File Transfer (sftp2)

Sftp2is aFTP-likeclient thatworksin asimilar fashionto scp2 . Justlikescp2 ,
sftp2 runs with normal userprivilegesand usesssh2 for transport. Even
thoughit functionslike ftp , sftp2 doesnot usethe FTP daemonor the FTP
client for its connections.Thesftp2 client canbeusedto connectto any host
thatis runningtheSecureShellserverdaemon(sshd2 ).

Thebasicsyntaxfor sftp2 is like this:

sftp [options] hostname

Note: As shown in theaboveexample,in thenormalcase,youdonothaveto type
sftp2 . Theinstallationprocesscreatesasymboliclink, sftp , thatpointsto the
actualsftp2 executable.sftp wasnot includedin SSH1.

Actualusageof sftp2 is similar to thetraditionalftp program.

Thesftp2 commandline optionsaredocumentedin detailon thesftp2(1) man-
ualpage.

3.5 Using Authentication Agent (ssh-agent2,ssh-
add2)

Ssh-agent2is a programto hold privatekeys for authentication.With Ssh-add2,
you canaddidentitiesto theauthenticationagent.Whenyou usetheauthentica-
tion agent,it will automaticallybeusedfor public key authentication.This way,
you only have to type thepassphraseof your privatekey onceto theagent.Au-
thenticationdatadoesnot have to bestoredon any othermachinethanthe local
machine,andauthenticationpassphrasesor privatekeys never go over the net-
work.
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Startssh-agent2 with thecommand

eval ‘ssh-agent2‘

or with thecommand

exec ssh-agent $SHELL

After that,youcanaddidentitieslike this:

% ssh-add2 id_dsa_1024_a
Adding identity: id_dsa_1024_a
Need passphrase for id_dsa_1024_a (1024-bit dsa,

user@localhost, Tue Aug 01 2000 19:41:42).
Enter passphrase:

Whenyou connectto a remotehostandusepublic key authentication,you will
getstraightin.

If you wanttheconnectionto theagentto beforwardedoverssh remotelogins,
youshouldhave this line in your /etc/ssh2/sshd2 config file:

AllowAgentForwarding yes

The ssh-agent2 and ssh-add2 commandline optionsare documentedin
detailon thessh-agent2(1) andssh-add2(1) manualpages.

3.6 UsingChroot Manager (ssh-chrootmgr)

Ssh-chrootmgris ahelperapplicationto beusedin instanceswhereyouwouldlike
to restrictusersto their own homedirectorywhenthey usessh2andsftp2. Note

SSHSecureShellAdministration c
�

2000SSHCommunicationsSecurity



50 Chapter 3. UsingSecureShell

thatthisworksonly for staticbuilds,becausethey donotuseany sharedlibraries.
Also, this functionalityis notavailabledirectly in thebinaries,anddoesnotwork
onSolaris.

1. First,compilethesource.

./configure --enable-static
make
make install

2. Run ssh-chrootmgr with root privilegesand specify the appropriate
usernameson thecommandline.

ssh-chrootmgr user1 user2 user3

If youwant,youcanrunssh-chrootmgr with the-v optionto getmore
information,or with the-q optionto suppressany output.

3. Edit the following line in the configuration file
/etc/ssh2/sshd2 config:

ChRootUsers user1,user2,user3

If all theusersarein thesamegroup,edit thefollowing instead:

ChRootGroups group1,group2,group3

4. Edit the /etc/passwd file so that the user’s shell is
/bin/ssh-dummy-shell .

5. Try to connectwith sftp , for exampleasuser1 , andverify thattheenvi-
ronmentis chrooted.
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The ssh-chrootmgr commandline optionsaredocumentedin detail on the
ssh-chrootmgr(1) manualpage.

If you want to establish a chrooted environment manually without using
ssh-chrootmgr , do thefollowing aftercompilingstaticbinaries:

1. Createa bin directoryundertheuser’shomedirectory

2. Copy ssh-dummy-shell.static and sftp-server2.static
from the/usr/local/bin directoryto the$HOME/bin directory

3. Createthefollowing symboliclinks:

ln -s sftp-server2.static sftp-server
ln -s ssh-dummy-shell.static ssh-dummy-shell

4. As root, edit the /etc/passwd file so that the user’s shell is
/bin/ssh-dummy-shell .

3.7 UsingPublic KeyManager (ssh-pubkeymgr)

Ssh-pubkeymgr createstheuserfiles neededto usepublic key authentication
with ssh2. After all therequiredfileshavebeencreated,it providesaninterface
thatcanuploadyouruserpublickey to a remotehostusingscp2.

In the following usageexample,it is assumedthatuserEt hasnot yet generated
any keys. Et is currentlyloggedonhostEarthandwantsto usepublickey authen-
tication betweenthe hostsEarthandHome. The usernameis Et in both hosts,
EarthandHome.

1. Ssh-pubkeymgr is startedby giving thecommand

ssh-pubkeymgr
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2. Ssh-pubkeymgr runsssh-keygen2 andpromptsEt for a passphrase:

Checking for existing user public keys..
Couldn’t find your DSA keypair.. I’ll generate

you a new set..
Running ssh-keygen2... don’t forget to give it

a passphrase!
Generating 1024-bit dsa key pair

4 .oOo.oOo.ooO
Key generated.
1024-bit dsa, Et@Earth, Fri Aug 18 2000

15:48:38 +0300
Passphrase :
Again :
Private key saved to /home/Et/.ssh2/id_dsa_1024_a
Public key saved to

/home/Et/.ssh2/id_dsa_1024_a.pub
Creating your identity file..
Creating your authorization file..
...

3. Next, ssh-pubkeymgr asksif any hostsneedto beaddedto theautho-
rizationfile. In ordertousepublickey authenticationwhenconnectingfrom
Hometo Earth,theanswermustbeyes.

Do you want to add any hosts to your
authorization file? (Default: yes)

4. After this, thesystemasksfor therequiredinformation:

Type in their hostname, press return after
each one. Press return on a blank line to
finish.

Add which user?
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Et
Add which host?
Home
You added Et at Home as a trusted login.
Press return to continue or Ctrl-D to exit.

5. Next, theuserpublic key canbeuploadedto a remotehost:

Do you want to upload Et@Earth key to a
remote host? (Default: yes)

Upload to which host?
Home
Which user account?
Et
Where is the Et’s home directory?
(e.g. /home/anne, /u/ahc, etc.)
/home/Et
Now running scp2 to connect to ssh2-test3..
Most likely you’ll have to type a password :)
Et@Home’s password:
Et-Earth.pub | 738B | 0.7 kB/s | TOC: 00:00:01

| 100%

Press return to upload to more hosts or Ctrl-D
to exit.

Everythingis now setuponhostEarth.Now, userEt hasto connectto hostHome
with ssh2 andrun thecommandssh-pubkeymgr on hostHome. After this,
userEt canusepublickey authentication.

If you arenot promptedfor a passphraseafter settingup the public key authen-
tication, checkthat you have all the keys listed in the authorizationfile in your
$HOME/.ssh2 directory.
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Chapter 4

Troubleshooting

This chaptercontainsinformationon somecommonSecureShell problemsand
thesuggestedactions.

Somemoreinformationrelatedto SecureShell troubleshootingcanbe found in
thetext filesREADME.SSH2andFAQ.SSH2 in thesourcedistributionpackage.

4.1 Secure ShellDaemonProblems

1. Whenrunningsshd2 from inetd , it failswith a Packet too longerror.

Make sure you run sshd2 as sshd2 -i when starting it via inetd
(without any debug parameters).Also, don’t compilein tcp wrappersup-
port in this case(--with-libwrap=no ). In almostevery casewhere
thiserroris encountered,it is becausesshd2’s stdinandstdout(givenby
inetd ) arethestreamthatsshd2 handles,andif any debugmessagesetc.
areput to thatstream,theprotocolgetsmessedup.

2. SSHterminalconnectionswork, but sftp andscp connectionsfail.
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Make surethatsftp is alongthePATH. Dependingon whatSHELLyou
are using, the startupscript for non-interactive logins is different. You
needto definethe PATHvariablein this file, becausethe shell invoking
sftp-server is not interactive. For example,thecorrectplacefor envi-
ronmentvariablesettingsin caseof zsh is .zshenv .

If you don’t want to edit the shell startupscript, you canalsousesftp
server ’sabsolutepathin the/etc/ssh2/sshd2 config file:

subsystem-sftp /usr/local/bin/sftp-server

(The/usr/local/bin/ is thedefaultdirectory.)

Rememberto resetthesshd2 process(sendit a HUPsignal)afterediting
theconfigurationfile.

4.2 Authentication Problems

1. Whenconnectingtoahost,whereI know I haveanaccount,ssh2 saysDis-
connected;authenticationerror (No further authenticationmethodsavail-
able.) (for ssh-2.0.13server), or doesn’t let me in, even whenI type the
correctpassword (for newerservers).

Theserver is probablytrying to checkthat thehostnamehasa valid DNS
record.This is not thecasewith mosthostsconnectedby dial-uplinesetc.
In older versionsof ssh2 , the default /etc/sshd2 config file con-
tainedthestatementRequireReverseMapping yes , when,in fact,it
shoulddefault to no. Ask yoursystemadministratorto changethis,andsee
if the situationimproves. If you still have problems,consultyour system
administratoraboutthesituation.
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